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We demonstrate a fundamental relation be-
tween the structures of physical space and of
quantum theory: the set of quantum correla-
tions in a rotational prepare-and-measure sce-
nario can be derived from covariance alone,
without assuming quantum physics. To show
this, we consider a semi-device-independent ran-
domness generation scheme where one of two
spatial rotations is performed on an otherwise
uncharacterized preparation device, and one of
two possible measurement outcomes is subse-
quently obtained. An upper bound on a theory-
independent notion of spin is assumed for the
transmitted physical system. It turns out that
this determines the set of quantum correlations
and the amount of certifiable randomness in this
setup exactly. Interestingly, this yields the basis
of a theory-independent protocol for the secure
generation of random numbers. Our results sup-
port the conjecture that the symmetries of space
and time determine at least part of the proba-
bilistic structure of quantum theory.

1 Introduction

The search for physical principles, from which (elements
of) quantum theory can be derived, has been a promis-
ing research direction of recent years for the foundations
of physics [1-9]. In analogy to the derivation of the
special theory of relativity from the invariance of light
speed and the principle of relativity alone, the hope
is that some set of simple assumptions may offer us a
more profound insight into the nature of quantum the-
ory. Here, we propose a new strategy for the recon-
struction program, motivated by the interplay between
quantum theory and spacetime physics.

This interplay is the subject of both historical suc-
cesses and contemporary open problems. Quantum field
theory was formulated by combining the principles of
Minkowski spacetime with abstract quantum theory,
yielding an immensely successful framework which ex-
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Figure 1: Setup. A preparation device P is rotated by an angle
az € {0, a} relative to the measurement device M, and then
a fixed but arbitrary state is generated. The state is then sent
to M, where a measurement yields one of two outcomes b €
{£1}. Some additional classical random variable A, unknown
to the experimenters, may have been preshared by the devices.

plains almost all microphysical phenomena. Quantum
gravity, on the other hand, is the contemporary prob-
lem of combining general-relativistic spacetime physics
with quantum theory. These successes and open prob-
lems motivate us to ask a more general question: what ¢s
the most general consistent interplay between spacetime
and probability? In this work, we take a first, modest
step in this program by determining consequences of
covariance under spatial rotations around a fixed axis.
As in other works within the reconstruction program,
we ask the question without assuming the validity of
quantum theory.

We propose to use semi-device-independent (semi-DI)
quantum information protocols as a theory-independent
framework for studying this interrelation. We demon-
strate that the symmetries of a scenario offer strict
constraints on the probabilities admittable by nature;
in particular, we show that for a simple prepare-and-
measure scenario, rotational covariance alone is suffi-
cient to recover the quantum bound on probabilities
precisely if a theory-independent assumption on the
transformation behavior of the transmitted systems is
made. DI and semi-DI approaches [10-18] treat devices
in an experiment as “black boxes” no assumptions (or
only very mild ones) are made about the inner workings
of the devices, and the analysis relies on the observed
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input-output statistics alone. While Bell and other DI
black-box scenarios have previously been used to study
the foundations of quantum theory [19,20], here we sug-
gest to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure
scenario sketched in Fig. 1. This setup can be used
to generate random numbers [18,21-25] that are secure
even against eavesdroppers with additional classical in-
formation — parametrized by a random variable A\, which
may be preshared between the devices. We define a
novel class of semi-DI protocols based on an assump-
tion about how the transmitted system may respond
to spatial rotations. Crucially, this semi-DI assumption
does not rely on the validity of quantum theory, since it
is representation-theoretic in nature and hence applies
to all possible probabilistic theories. We show that the
exact shape of the set of quantum correlations in this
setup can be recovered precisely from rotational covari-
ance. Not only does our result entail the protocol’s
security even against post-quantum eavesdroppers, but
it establishes an intimate connection between the sym-
metry structure of spacetime and quantum information
theoretic probabilities.

2 The setup

We consider a semi-DI random number generator simi-
lar to the one described in [18,26], given by the prepare-
and-measure scenario depicted in Fig. 1. The goal is to
generate statistics P(b|z) that certify that even exter-
nal eavesdroppers with additional (classical) knowledge
cannot predict b. As in standard DI quantum informa-
tion, the security of semi-DI protocols does not require
any assumptions on the inner-workings of the devices,
but it requires some constraint on the physical system
that is communicated between the devices [14, 18, 27].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [14, 21,27, 28], although this is arguably not very
well-motivated for non-idealized physical scenarios. An
alternative scheme was provided in [18,26], in which
the mean value of some observable H (such as the en-
ergy of the transmitted system) was constrained. This
approach, however, requires trust in the valid character-
ization of the observable H, including, for example, the
assumption of a specific gap above the ground state. In
fact, the physical meaning of H (say, as the generator
of time translations) plays no direct role in their analy-
sis. Whilst the formulation of [18] is tailored towards its
practical implementation, we have a more foundational
focus on the relation to spatiotemporal quantities; thus,
we propose modified semi-DI assumptions such that the
protocol is grounded directly in properties of spacetime
physics. Not only are these assumptions arguably phys-
ically well-motivated, but they can also be formulated
without assuming the validity of quantum theory, as
we will show below. This is in contrast to dimension

bounds or assumptions on the expectation values of ob-
servables, which rely crucially on the validity of quan-
tum theory.

Assumptions. Our main assumptions are based on
the fact that the devices are embedded into spacetime,
and spacetime admits spatial rotations. Specifically:

(i) For any fixed value A, the preparation device P
prepares some (in general unknown) state wy of
some (in general unspecified) associated physical
system S. Moreover, for every fixed A, it does so in
a way that makes S uncorrelated (and in particu-
lar unentangled) with other systems, including the
measurement device.

(ii) The device P can be physically rotated in space
around some fixed, specified axis of rotation, with-
out affecting other systems, and we can prac-
tically achieve this in the proposed protocol to
good approximation. By the covariance of physical
laws [29], it follows that rotations by some angle
« must act as reversible transformations 7T, on the
unspecified state space of the associated system S,
corresponding to a representation of SO(2).

(iii) The input z is statistically independent of any po-
tentially shared classical random variable A.

(iv) Any possible adversary is only subject to classical
side information.

(v) The representation o — T, of (ii) has, when de-
composed into real irreps as in (15), highest rep-
resentation label of at most J (which we call the
“generalized spin” of the system).

Some comments are in place. First, assumptions (i),
(iii) and (iv) are standard assumptions in the semi-DI
literature, even though (i) is usually not spelled out ex-
plicitly. They can be interpreted as assumptions on the
causal structure of the setup. Assumption (ii) is our
novel addition to the typical semi-DI scenarios and al-
lows us to study the interrelation between observable
correlations and rotational covariance. This preserves
the “black box” paradigm of DI quantum information,
whilst assuming that there are some trusted operations
that we can carry out upon these boxes — in particular,
that we understand how to rotate it physically in space.
In particular, this assumes that — at least to good ap-
proximation — we can act via rotations by some angle
« on the preparation device, and that this action pre-
serves the group structure: first rotating by « and then
by S will have the same effect on the device as rotating
it by a + 8 (and, in particular, rotating by a and then
by —a does nothing of relevance for the experiment to
the device). Assumption (i) implies that we can de-
scribe S as a generalized probabilistic theory system,
where T, of assumption (ii) must hence act as linear
transformations [30].

In order to have any interesting behavior at all, semi-
DI frameworks must constrain the physical system S,
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which is (thought of as being) sent from the preparation
to the measurement device. This role is here played by
assumption (v), which we will explore and elaborate in
more detail in the next section. In more standard semi-
DI protocols, one often makes an assumption about the
dimension of the state space (say, the Hilbert space di-
mension) or its information capacity. In our case, the
uniquely relevant feature of S is its reaction to spatial
rotations, and notions of dimension or capacity do not
play any direct role. This leaves essentially only one
natural option: to bound the representation-theoretic
properties of Ty, as we do in (v).

Due to representation theory, finite dimension im-
plies finite J. If we additionally assume the validity of
quantum theory, and that the SO(2) rotations can be
lifted to full SO(3) rotations in the scenario of interest,
then finite Hilbert space dimension d implies addition-
ally 2J+1 < d, i.e. bounding J is in some sense a weaker
assumption than bounding d. Moreover, all known el-
ementary particles have finite spin J, which gives us
additional motivation to consider a bound on J a nat-
ural assumption to be made. We acknowledge that the
proposed bound on J may not constitute any advan-
tage for practical implementation over existing semi-DI
protocols; rather, we emphasize our interest is in the
foundational insights from the possibility of doing so.

3  Quantum boxes

Let us start by describing the setup in terms of quan-
tum theory, which we will later generalize to a theory-
agnostic description. We consider two devices (Fig. 1).
The first device prepares some quantum state p; and
takes an input x € {1,2}. The experimenter either does
nothing to the device i.e. applies a rotation by an angle
0, if z = 1, or rotates it by an angle o around a fixed
axis relative to the other device, if x = 2. After the
rotation, the preparation procedure is performed (say,
by pressing a button on the preparation device), and
the resulting physical system is sent to the second de-
vice. The second device produces an outcome b € {£1},
and is described by a POVM (positive operator-valued
measure) {M,}. Minimal assumptions are made about
the devices [31], such that p; and M, are treated as
unknown and may fluctuate according to some shared
random variable A.

While we allow such shared randomness (see Eq. (8)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [32]. Disallow-
ing this, and demanding that the full preparation device
is rotated, turns out to be necessary to obtain a result-
ing representation of SO(2); more on this below. For
some physical intuition for what could go wrong if this
was not assumed, consider a single spin-1/2 fermion in
a superposition of two distant spatial modes, and the
preparation device affecting only one of the two modes.
In this case, a rotation of 27w could introduce a relative

phase of (—1), which could be detected by a measure-
ment device implementing an interference experiment.
This would be in direct contradiction to the results we
establish below, where every 27-rotation must act triv-
ially.

Well-known arguments (e.g. in [33, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations by
«, must act as unitary transformations U, on Hilbert
space, furnishing a projective representation of the sym-
metry group (here SO(2)). See Section 5.1 on rota-
tion boxes (of which quantum boxes must be a sub-
set) and [29, Sec. III] for further detail. All finite-
dimensional projective representations of SO(2) can be
written in the form

J
Us = P €1, (1)
j=—J

where j runs over either integers or half-integers, n; €
No denotes the multiplicity of j-th irrep, and 1, acts
on the corresponding n;-dimensional subspace. The as-
sumption about the response of the system to rotations
is implemented via an upper bound J on the absolute
value of these labels. For details see Appendix B.

Fixing some J € {0,3,1,2,...} introduces an as-
sumption on the physical system that is sent from the
preparation to the measurement device, namely, on its
possible response to spatial rotations. This is what
makes our scenario semi-DI, and what replaces the more
common assumption on the Hilbert space dimension of
the transmitted system. It is important to note that we
do not fix the numbers n;, thus allowing for the number
of copies to vary, i.e. the Hilbert space dimension is not
bounded by this. The number J upper-bounds the spin
or angular momentum quantum number associated with
the physical system that is sent from the preparation to
the measurement device. For example, if we have a sin-
gle massive particle of spin J, then U, = exp(iaZy),
where Z; = diag(J,J —1,...,—J) is the spin-J repre-
sentation of the Pauli Z matrix, such that n; = 1 for
j=-J,—J+1,...,J. However, since the n; are arbi-
trary, the representation (1) is allowed to be reducible,
which includes the case of composite systems. For ex-
ample, if the measurement probes helicity with a po-
larizer, then sending a single photon corresponds to a
scenario with J = 1, and N photons to J = N [35].
Moreover, every J' > N will serve as a valid upper
bound.

As a concrete illustration, which is sketched in Fig. 2,
consider the preparation device P to be constituted
by a source that produces single photons on demand.
Upon input = € {1,2}, the source is either untouched
(if = 1), or it is rotated by angle « around the beam
axis (if z = 2). The measurement device M is fixed
in the optical axis, and could for instance be a polariz-
ing beam splitter (PBS) with two single-photon detec-
tors producing binary outcomes b € {£1}. Since the
photon has helicity J = 1, a linearly polarized pho-
ton will consequently have its polarization rotated by
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Figure 2: |lllustration of a possible way to implement our
prepare-and-measure scenario. The preparation consists of a
single-photon source (SPS) which is rotated at angles 0 and
« for inputs x = 1 and © = 2 respectively. This leaves the
photon unchanged or rotates its polarization by . The pho-
ton is then measured by a polarizing beam splitter (PBS) with
two single-photon detectors corresponding to the binary out-
comes b € {+1,—1}. This setup realizes the J = 1 case of our
framework, where the mechanical rotation implements the uni-
tary U, = diag(e’®, e™*®) to rotate the photon polarization.

SPS

a. On arbitrary polarization states, mechanically rotat-
ing the preparation device by a implements the unitary
U, = diag(e’®, e~*) on the polarization subspace, cor-
responding to the spin-1 action assumed in Eq. (1) with
n_i =n; = 1 and all other n; = 0. Then, the detection
probabilities are

P(+1l) = 3 (1 +cos(2(fo +0)),  (2)

where 6y is the initial photon polarization from the
source. As explained in Sec. 5, this coincides with
the trigonometric expressions we encounter in our ro-
tation box analysis (c.f. (12)). In a realistic scenario,
one might encounter imperfections such as detector in-
efficiencies or multi-photon emissions which will lead
to some rounds in which the J-bound fails. These im-
perfections are naturally taken into account by the re-
laxed set of correlations Q‘f]’a we shall introduce later
in Eq. (9).

A mathematically equivalent probability rule will be
obtained if we rotate the measurement device, rather
than the preparation device, which can sometimes be
more practical than rotating the single-photon source.
Our group-theoretic analysis also implies that, for ex-
ample, Bell experiments with pairs of photons where the
settings are chosen in this way exhibit outcome proba-
bilities that follow Malus’ law, i.e. that are degree-two
trigonometric polynomials in the local angles of the po-
larizers [36].

Our mathematical formulation does not presuppose
that the SO(2)-representation must arise from spatial
rotations: it could also arise for some other reason, e.g.
from periodicity of time evolution. However, the spe-
cial case that the preparation device is physically ro-
tated in space is a paradigmatic instance in which the
group symmetry is manifestly imposed from special co-
variance [29].

We are interested in the possible correlations between
outcome b and setting x that can be obtained under
an assumption on J via Eq. (1) in the quantum case.
Let us for the moment assume that the initial state p;
is a pure state py = [§1)(d1], then |¢2) = Uald1) is
prepared on input x = 2, and the observable M = M; —
M_4 characterizes the measurement procedure. If we
consider all possible pure states |¢1) and observables M
arising from POVMs { My }ye—1,41) in this way, then

Qo = {(Ex1, Es) By = (6, M]62), [6) = Us |¢1>% |
3

is the set of all possible correlations arising in our sce-
nario, and F, = P(+1|z) — P(—1]x) is the expectation
value of M, characterizing the bias of the outcome to-
ward %1 for a given . In [18] it was shown that the set
of correlations (Eq, F») arising from arbitrary measure-
ments on a pair of possible pure states ¢1, ¢o is uniquely
determined by their overlap [(¢1|¢2)|, and the largest
possible set of correlations arises when this overlap is
minimal. In Appendix A, we show that for our scenario
the minimum overlap is

cos(Ja) if

y=minfnfen)| = {5 7002

|Jal >

(4)

INIEINTE

Thus, according to [18], Q. is the set of correlations
that satisfy the inequality

% (VIFBVI+ B +VI-BVI-B) 25 (5)

The set Q, grows with Jo until Ja = 7/2, at which
point a |¢1) exists such that |¢pa) = U, |¢1) is orthogo-
nal to it. If [¢1) and |¢2) are perfectly distinguishable,
there exist (even deterministic) strategies to generate
all conceivable correlations.

Anticipating the generation of private randomness as
discussed further below, we define classical correlations
as convex combinations of deterministic behaviors, i.e.
E* := (F1, Ey) € {£1} x {£1}, that again satisfy the
maximum spin J bound:

Cra={E=)> p(ME* | E*€Q,.,E* € {£1}x{£1}},

(6)

(*+1,+1)

(-1.-1)

Figure 3: The quantum sets Q,» (dark blue) and the classical
sets Cjo (dark red; line E1 = Es), and the quantum and
classical relaxed sets Q5 , and C3, for ¢ € {0.15,0.3}. We set
J =1 and a = 0.66 in this figure.
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where {p(\)} is a probability distribution. If Ja <
/2, the states are not perfectly distinguishable, and so
correlations are limited to E* = (41, £1); alternatively,
if Ja > /2, the states can be perfectly distinguishable,
and so E* = (£1,F1) are also possible correlations.
Convex combinations of the former case gives the set
CJ,oz = {(El,Eg)| -1 S E1 = E2 S 1}, whilst the latter
case gives all possible correlations.

So far only pure states have been considered. How-
ever, it turns out that this is sufficient, as the set of
mixed state correlations, defined by
Qo = {(B1, B2) | By = te(Mpy), p2 = Uapr UL}, (7)
coincides precisely with Q.. Clearly Qs C Q,,
and the converse Q{],oz C Q. can be proven by purify-
ing arbitrary states p using an ancilla system, without
adding any spin (for details, see C). Thus, the set Qj,
is convex, which means that it also describes scenarios
where preparation p; and measurements M, fluctuate
according to some shared random variable A distributed
~ p(A), ie.

P(blz) = P(blas) =Y p(N)tr(My(\)Ua, ;1 (NUL,)
A
(8)

(where the input € {1,2} is chosen independently
from M\). So far we have assumed that the constraint on
the maximum spin J holds exactly and in every run of
the experiment. However, in a more realistic scenario,
one may want to grant room for imperfections. This
can be taken into account by trusting only that the
constraint strictly holds with probability 1 — e, with
0 < e < 1, but for probability e the system might carry
arbitrarily high spin. This leads to the relaxed quantum
set

S0 =010—-6)Qja+e ([-1,+1] x [-1,+1])  (9)

depicted in Fig. 3. Similarly, if the failure of the assump-
tion happens in such a way that it can be anticipated by
a hypothetical adversary, then the set of classical strate-
gies available to them is greater — for which replacing Q
by C in this expression defines the classical relaxed set

J.a- Fora full characterization of the relaxed quantum
and classical sets, see Appendix D, where we also dis-
cuss types of experimental uncertainties for which these
sets are physically relevant. For example, we show that
for coherent states, where the photon number n follows
a Poisson distribution on Fock space, the relaxed quan-
tum set QF , with e = O(n'/*) contains the relevant set
of possible correlations, with 1 := Prob(n > N) giving
the probability of a constraint on J(= N) failing (which
tends to zero exponentially in N).

4  Generating private randomness

Adapting the results of [26], we can show that corre-
lations in Q. outside of the classical set admit the

generation of private randomness. Consider an eaves-
dropper Eve with classical (but no quantum) side infor-
mation who tries to guess the value of b. Alice, who
uses the setup of Fig. 1 to generate private random
outcomes b, will in general not have complete knowl-
edge of all variables A € A of relevance for the exper-
iment, which is expressed in Eq. (8) by P(b|x) being
the mixture ), p(A)P(b|z, A). Eve, however, may have
additional relevant information A (in addition to know-
ing the inputs z). It is straightforward to see that
if p(A\) > 0, then Eve cannot perfectly predict b (i.e.
0 < P(blx,\) < 1) if the observed correlations E are
outside of the classical set Cj, as long as the semi-DI
assumption is also satisfied for every given value of A.
In order to generate private randomness in our sce-
nario, Alice would like to guarantee that the conditional
entropy H(B|X,A) = =3, p(b,x,A)logy p(blz, A)
is large, quantifying Eve’s difficulty to predict b.
Since H(B|X,A) = >, p(\)H(E*) where H(E) :=
-1 LH0Es 1og 140E2 the amount of conditional
2 2z 2 2
entropy H* that Alice can guarantee if she observes
correlations E = (Fy, Es), i.e. H(B|X,A) > H*, is de-
termined by the optimization problem

H* = min > p(A\)H(EY)
{p(\).E*}

subject to Z
)\:EAGQ‘}’Q

and » p(\)E* =E. (10)
A

p(A) >21—¢

That is, H* tells us the number of certified bits of pri-
vate randomness against Eve, under the assumption
that the transmitted systems have spin at most J —
or, rather, when this assumption holds approximately
(up to some w), with high probability (1 — ). This
quantity is non-zero, H* = H?, , > 0, whenever the
observed correlations are outside of the relaxed classi-
cal set, E ¢ C5,. For e = w = 0, this optimization
problem is equivalent to the one in [26, Sec. 3.2| for the
case that there is, in the terminology of that paper, no
max-average assumption (see Appendix E). For deter-
mining the numerical value of Hg ,, we thus refer the
reader to [26], where it is shown that H* is the limit
limy_,oc H}; of lower bounds H}; < H* that can be ob-
tained via semidefinite programming. Furthermore, as
we show in Appendix F, we have a robustness bound

for HZ , ,, which reads
HS,O,a Z H;,w,oc
elog(2/¢)
2 H{ o aqo(etw) +10g(1 — ) — o (11)

where ¢ = 2cot(Ja))/J. Thus, for small e,w > 0, the
number of certified random bits can still be well approx-
imated by using the results of [26] for e = w = 0.

In this paper, we restrict our analysis to the charac-
terization of the achievable correlations E and their pos-
sible decompositions, depending on the outcome proba-
bilities P(b|a,) for a single run of the experiment. The
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quantity H* above quantifies the unpredictability of the
outcome of a single round under our theory-independent
assumption of a spin-J bound. Implementing a concrete
randomness generation protocol that aims at producing
a large number of random bits with some number n
of rounds will in general need a more elaborate analy-
sis, which is beyond the scope of this paper. We direct
the interested reader towards Ref. [26] for more precise
details on an implementation of the analogous proto-
col [18].

In particular, we expect that one will not need to
assume that all runs of the experiment lead to in-
dependently and identically distributed settings and
outcomes (i.i.d): it is now well-known that DI and
semi-DI randomness generation and expansion proto-
cols can avoid the i.i.d. assumption by using the mar-
tingale framework and the Azuma-Hoeflding inequal-
ity (see e.g., [26,48-51]). Here we follow the prepare-
and-measure framework of [26], which builds on this
martingale-based approach and is thus secure without
requiring i.i.d. assumptions, allowing the devices to have
memory or to vary their behaviour between rounds,
while still requiring that the inputs x are chosen in-
dependently from the past and in an identically dis-
tributed way. In particular, the underlying assumptions
for an actual implementation of the protocol will be
those of [26, Subsection 4.1], where the “max-average as-
sumption” is dropped, and the “max-peak assumption”
is replaced by the assumption that E;(W;,A) € Qj,
for all 1 < i < n, i.e. that the correlation E; of every
i-th run, which may depend on the variables W; encod-
ing the inputs and outputs of the previous runs and the
shared randomness A, is a valid spin-J correlation.

5 Rotation boxes

We now drop the assumption that quantum theory
holds, and consider the most general form the proba-
bilities P(b|a) may take that is consistent with the ro-
tational symmetry of the setup while implementing our
spin bound. As discussed later in more detail in Sec-
tion 5.1, to every prepare-and-measure scenario, we can
associate a convex set of states in a real vector space (in
quantum theory, these are the density operators in the
space of Hermitian matrices). Covariance implies [33]
that spacetime symmetries (and hence their subgroup
SO(2)) have linear representations on this space, nec-
essarily characterized by a maximum charge (“spin”) J.
As shown later in Section 5.1, it follows that

27
P(bla) =Y (c; ) cos(ka) + s SIn(m)) . (12)
k=0
with suitable coefficients cfcb), ,(Cb). In quantum the-

ory in particular, if P(bla) satisfies Eq. (8) and U,
satisfies the semi-DI assumption Eq. (1), then it is of
the form (12). Conversely, we show [29] that every
“rotation box” P(bla) of the form (12), yielding valid

outcome probabilities between 0 and 1, comes from
a representation of SO(2) on some (in general non-
quantum) probabilistic theory with maximal spin J.
Since P(+1|a) + P(—1]a) = 1, the set of possible spin-
J quantum and rotation boxes respectively can be de-
noted by

Qs =
R; =

{a— P(+1|a) | P(bla) of form (8

)}, (13)
{a — P(+1]a) | P(bla) of form (12)

114)

where, for Q;, we assume that U, is of the form (1).
We have just seen that Q; C R ;. Trivially, Qo = Ry
is the set of constant probability functions, and it can
be shown that Q;/; = Ry/2 (see Appendix H). How-
ever, in [29], we show that Q; C Ry, i.e. that there are
more general ways to respond to spatial rotations than
allowed by quantum theory, if J > 3/2.

5.1 The physical meaning of rotation boxes

Natural extensions of quantum theory are often phrased
within the language of generalized probabilistic theo-
ries (GPTs) [1,8,9,40]. In particular, all possible con-
sistent statistical descriptions of prepare-and-measure
scenarios can be described by a GPT system [30].
GPT system A consists of vector space V4 (here taken
to be finite-dimensional), a state space Q4 C Vu, an
effect space £4 C Vj and a set of transformations
Ta C L(V4). In summary, preparation procedures are
described by states w € €4, outcomes of measurements
by effects e € £4, and transformations T' by linear maps
on T € Tx such that (e, Tw) is the probability to obtain
the corresponding outcome, following the preparation
and transformation procedures. Quantum systems over
C™ are special cases of GPT systems, with V4 the space
of Hermitian complex n x n matrices, €24 the set of den-
sity matrices, £4 the set of POVM elements, and T4 the
completely positive trace-preserving maps.

Now, assuming the rotational covariance of physics,
similar arguments as in the quantum case [33] imply
that there must be a representation of SO(2) on the
state space. First considering QT, the most general rep-
resentation acting on a Hilbert space is given by Eq. (1),
which induces a representation on the real vector space
of Hermitian matrices (and therefore also on the state
space of density matrices) Uy (p) := UnpUL. In a suit-
able basis, the superoperator U/, has the block matrix
form [29]

cos (ka)

=19 @ Ly @ (sm (ka)
where my € Ng denotes the multiplicity of the kth real
irrep. This must be true because every representation
of SO(2) on a finite-dimensional real vector space is of
this form. To say that a quantum system carries a rep-
resentation of SO(2) of this form, with msy; # 0, is
equivalent to saying that the all outcome probabilities

tr(MU,pU]) are trigonometric polynomials in « (i.e. of
the form (12)), and the maximal degree over all states

—sin (kza)) Cs)

cos (ka)
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p and POVM elements M is equals 2J. These are two
equivalent ways of saying that we have a quantum spin-
J system.

We can now drop the assumption that quantum the-
ory holds, and say that a GPT system is a spin-J system
if it carries a representation of SO(2) as transformations
T, that can be decomposed as in (15). Similarly as in
quantum theory, this is equivalent to saying that all
outcome probabilities (e, T,w) are trigonometric poly-
nomials in «, of maximal degree 2.J. Moreover, all ro-
tation box probabilities P(bla) of Eq. (12) can be seen
as arising from some spin-J GPT system [29].

The “post-quantum number” J behaves in similar
ways as its quantum counterpart. For example, placing
two independent rotation boxes P; and P side by side
gives a resulting box P(by,bs|a) := Py(b1]|a)Pe(bs|a)
with J = J; + Jo. This is in line with particle physics
intuition by hinting at J being related to the number of
constituents or “size” of the physical system.

5.2 Agreement of correlation sets

If we consider only two possible inputs, z € {1, 2}, with
corresponding rotations by 0 and « (which is a fixed
angle), the resulting set of rotation box correlations is

Rya = {(E1, Ez)|E=P(+1]|0)—P(-1|0),
E;=P(+1|a)—P(—1|a), Pas in (12) }(16)

Obviously Q7 € Ry, but we can say more:

Theorem 1. For every fized angle o, the quantum set
coincides with the rotation box set, i.e. Qjo =Rja-

Proof. Clearly Qjo C Ryjo. We use [37, Chapter 4,
Thm. 1.1]: If T is a trigonometric polynomial of degree
n with —1 < T'(z) < 1 Vz, then

T (2)* + n?T(x)* < n? (17)

Suppose that P defines some spin-J rotation box corre-
lation, i.e. P(+]«) is a trigonometric polynomial of de-
gree at most 2.J, taking values in the interval [0, 1] for
all a. Define T'(«) := P(+|a) — P(—|a) = 2P(+|a) — 1,
which is a trigonometric polynomial of degree n = 2.J
with —1 < T(a) < 1. Rewrite (17) as T'(z) <
2J4/1 —T(x)? and set E, := T(0) and E, = T(a.),

then

Qe Qe /
o = / do > / __Tojde
0 0o 2J/1—T(«x)?
1 (B dy
2 Jg, 1—y?

1
=57 (arcsin B,y —arcsin E),  (18)

where we have substituted y = T'(«). It follows that

1
§| arcsin Ey — arcsin B4 | < Jou. (19)

For Ja > /2, the set R, contains all possible corre-
lations, as in the quantum case. For Ja < 7/2, taking
the cosine of both sides of (19) reproduces, after some
elementary manipulations (see Appendix I), precisely
the conditions of the quantum set, as in (5) and (4),
hence (E1, Ez) € Qjq, and s0 Rjo € QJa- O

This shows that the set of quantum correlations in
our setup can be understood as a consequence of the in-
terplay of probabilities and spatial symmetries, without
assuming the validity of quantum theory. Notably, [38]
also identify a general polytope G that characterizes the
set of correlations under an abstract informational re-
striction [39] when no assumption is made on the un-
derlying physical theory, and in the simplest case of
two inputs, this polytope agrees with the set of achiev-
able quantum correlations. Here, however, we show that
a physically well-motivated assumption reproduces the
curved boundary of the set of quantum correlations ex-
actly, for all J. Moreover, Theorem 1 implies that the
amount of certifiable randomness H* remains correct
even if the validity of quantum theory is not assumed.
To the best of our knowledge, there has not been a
description of a semi-DI prepare-and-measure scenario
with this property in earlier work.

6 Post-quantum security

The equality R, = Qjo implies that the semi-DI
protocol above is secure against post-quantum eaves-
droppers. While Alice observes quantum correlations
E € Qj,, ie. of the form (8), it is conceivable that
these are actually mixtures of beyond-quantum rotation
boxes E* € RY , such that E = Y_, p(A\) E*, where Eve
may have access to beyond-quantum physics and know
the value of \. To see how many bits of private ran-
domness H* Alice can guarantee against Eve in this
case, the optimization problem (10) has to be altered
by relaxing the condition on E* € 9y, to E* € RY o
i.e. by only demanding that every transmitted system
is, up to probability e, approximately a (not necessarily
quantum) rotation box of maximal spin J. However,
since Ry , = Qf}”a, the optimization problem and hence
H* are unaffected by this.

We emphasize that our aim here is not to propose a
practical implementation, but to show that the essential
features of the randomness protocol framework of [26]
can be derived directly from covariance constraints via
the spin-J bound.

7 Conclusions

We have introduced a theory-independent and semi-
device-independent scenario for generating random
numbers based on the response of physical systems to
spatial rotations. This allowed us to recover the ex-
act set of quantum correlations of the setup without
assuming quantum mechanics, merely from a semi-DI
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assumption on a generalized notion of spin of the trans-
mitted system. From a fundamental point of view, our
results demonstrate that the symmetries of space and
time enforce important features of quantum theory in
some scenarios. From a more pragmatic point of view,
they allow us to certify random numbers from physically
better motivated assumptions than the usual dimension
bounds, and the amount of secure random bits is inde-
pendent of the validity of quantum physics.

Our results demonstrate that semi-DI scenarios can
shed light on the foundations of physics. In particular,
they allow us to study the question of how the struc-
ture of space and time constrains the probabilities and
correlations of preparation procedures and measure-
ment outcomes. Clearly, our work has only addressed
the simplest case of this problem. What else can
we learn by studying more general scenarios beyond
prepare-and-measure, and more general symmetry
groups such as the full rotation group SO(3), time
translations, or the Lorentz group? In addition, our
work suggests an interesting foundational question: is
quantum theory perhaps the only probabilistic theory
that “fits into space and time” for all scenarios? A
positive answer to this question would significantly
improve our understanding of the logical architecture
of our world. On the other hand, a negative answer
could inform experimental tests of quantum theory,
by telling us where there might be elbow room for
beyond-quantum physics consistent with spacetime as
we know it.
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Appendix
A Bounding the overlap ~

We have to determine « := min [(¢|Uq|¢)|, where the minimization is over all representations of the form (1) and
over all pure states |¢) in all finite-dimensional Hilbert spaces supporting such representations. Here we will show

that
b (20)

That this bound is attained, i.e. that the right-hand side upper-bounds «, can be seen by considering the states
(I5) + €| — 4))/v/2 on C2/+1 carrying the spin-J irrep of SO(2). Every normalized state |¢) can be written in
the form |¢) = Z‘.]:_Jqﬁjh/)j), where ¢;|¢;) == 1,,]¢), >, |¢;]> = 1, and the |¢);) are normalized and satisfy

.. ]
Ualth) = e[¢;). 3
To prove the bound above, we evaluate the inner product with the rotated state Uy [¢) =), €7%¢; |10;). Using
that |z| > Re(z) for z € C, we obtain

| cos(Ja) if |Ja| <
7= 0 if|Jal >

[MEINE]

(6 Ua )] = > ;177
J

= [lgo” + Y (Ip—;17e™7* + |¢;]%€)

3>0

[dol* + D cos(jar) (|65 + |65%).- (21)

§>0

Y

There is a factor of cos(ja) in front of all coefficients, which is smaller for larger j, i.e. cos(jia) < cos(jaar) for
J1 > ja since |a| < w/(2J). Therefore the final expression is minimized when the coefficients are weighted entirely
by the maximum j terms, i.e. for |¢_;|> + |¢s|> = 1, and so v > cos(Ja).

B Projective Representations of SO(2)

In this section, we analyze the representations of SO(2). The authors do not claim originality in finding all projective
representations of SO(2), but they were unable to find a source presenting them in the desired form. The first part
of this appendix is particularly technical and intended mainly for interested readers. Those who prefer may skip
directly to (24), which provides the most general form of projective representation, or to (25), which gives the most
general representation required in the main text.

We will restrict our discussion to representations on finite-dimensional Hilbert spaces. In general, we consider
projective unitary representation of SO(2). In finite dimension it is always possible to deprojectivize unitary
representations of the connected Lie group G by passing to unitary representations of its universal cover G, and
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moreover, every projective unitary representation of G stems from a ordinary unitary representation of G [42]. Tt
can be checked that the universal cover of SO(2) is the translation group (R, +) [43,44]. Using Stone’s theorem [45],
we find that the projective representations of SO(2) must be (up to a global phase) of the form

Uy = exp(idiag(ji, ..., jn)a), (22)

where all j; € R, a € R, and Ugrp = €971 with ¢, € R.
From Us, = exp(i¢127)1, it follows that
Ji=¢1tk (23)

where k € Z. Tt is easy to check that every U, of the form

U, = etdro EB 6ika1nk’ (24)
kez

where ¢1 € R, n; € N, 1,,, acts on the corresponding nj-dimensional subspace Hj, and only a finite number of the
ng # 0, gives a valid projective representation of SO(2).

At first glance, it seems like that ¢ introduces only an (on « depending) global phase, which cannot be observed
and thus one might conclude that w.l.o.g we can set ¢; = 0. However, it turns out that ¢; plays an important role
as soon as we implement our constraint |j;| < J. An immediate consequence of (23) is that j; — ji € Z for all 4, k.
Hence, [j;| < J will constrain the number of allowed j; (up to multiplicity ny). Namely, the maximal number of
different j;’s is given by 2J + 1, where J € Ng UN/2 and J < J < J + 1. This implies that we can restrict to
projective representations of the form

U = @ i (25)
j=—J
where J € Ng UN/2 and all j € Ny (i.e. ¢1 =0) or all j € N/2 (i.e. 91 = —1/2) depending on if J is in Ng or N/2.
For a better understanding why we only need to consider representations of the form (25), we look at an example
where J = 3/4 and j; = —1/4 and j» = 3/4. Thus we have a representation

a

Uy =e 51, ®e'T1,, =€ (7721, ®e'?1,,). (26)

However, we can define a new projective representation by U, = e % U,, which is now of the form (25) with
maximum J = 1 /2 and both representations will lead to the same observable physics.

So far we only considered representations on Hilbert spaces and thus on pure states. Now, we want to argue that
this is actually sufficient. In principle, one could think of situations where in every run the measurement device
picks a system associated with a different Hilbert space H*® with a different maximum J* and a different phase ¢’
appearing in U!. More generally, we can have physical systems that feature incoherent mixtures of bosonic and
fermionic degrees of freedom, in accordance with an univalence superselection rule [46]. Hence, the most general
state space to consider is S (@1 7—[’) Then, we have a representation U, acting on 3 (@Z ’Hi), which can be written

Ua(p) =P WL EP " PUL =P W)U, (27)
1 k l 7

where U! is a representation of SO(2) on H’ and p is a sub_normalized state acting on H! and we can interpret
p; = Tr(p®) as the probability that the box prepares a state p¢ = p'/Tr(p?) € S(H?). For a POVM element M, the
probabilities are given by

P(+la) = TrUa(p)My) =D Te((U3)p' UML) sz (+]a), (28)

where M{ = II'MII*, II" is the projection on H' and P;(+|a) = Tr((UL) p'UL ML) € Q. Now let H™ be the
subspace with the highest maximal spin i.e. J* < J™, for all i. This implies Q ;i C Q m for all i, and in particular,
we have P;(+|a) € Qym. Thus, probabilities P(+|«) of the form (28) are convex combinations of elements of
Qm and hence P(+|a) € Qm. It follows that we could have found the same correlations only by considering the
representation UZ'. This implies that we can restrict to representations of the form (25) without loss of generality.

C Proof that Q;, = Q},

We can show Q;, 2 Qf],a by considering the purification of mixed states, and ensuring that the purification is
carried out in such a way that it does not add any extra spin.
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In purifying the state, we are embedding our Hilbert space H 4 into a larger Hilbert space Hap = Ha ® Hp,
where dim(H4) = dim(Hp). We require that H 4p has the same constraint on .J, in order that it doesn’t give any
new correlations. Since the total spin of the composite system is the sum of the spins of the two individual systems,
the Hilbert space of the ancilla system Hp must carry only the trivial representation.

Let [¢1) be a purification of p1, and let |1)2) := Ua(a) ® 1p |th1), then |¢hs) is also a purification of py. Since
tr(peM) = tr(|. Xv| Ma ® 15), we have realized the mixed-state correlation via pure states. Thus, for any given
correlation realized by mixed states (E1, E2) € Q7 ,, this correlation can also be realized via a pure state with the
same bound J, i.e. (E1, E3) € Q4.

D Relaxed quantum & classical sets

Relazed quantum set. We now characterize a more general quantum set, for which we only probabilistically know
J. We consider the set of correlations such that the probability that Jy < J is at least 1 — w, where 0 < w < 1:

50 =S E=Y p(NEx| Ex€Qja, Y. PN >1-wy, (29)
A

Ada<J

where the second sum ranges over the values of A for which Jy < J. We have labeled this first type of error w, in
order to signify that it refers to a genuine, ontic randomness, such as that associated with e.g. bounding the photon
number when measuring single-mode coherent states. Note that the correlations E are convex mixtures (weighted
by the probabilities) of Ey. Therefore we claim that the probabilistic correlations are of the following form:

“e={1-wE+wE |E€ Q,,, E arbitrary}. (30)
We would like to show that the correlations E* in QY ,, as defined in Eq. (29), are of the form of Eq. (30), i.e
they are of the form:

Zp (1-wE’+wF, (31)

where E/ € Q;,, and E’ is constrained only by the requirement to give valid probabilities.

Choose 7 such that Y7, ; -, p(A) = (1 —w) +n, then n > 0. Set B := >, _;H(A\)Ex, where p()) =
p(A\)/(1 —w+n). Due to convexity of the set Q;, we have E/ € Q. If w—n =0, set E' = (1,1), and otherwise,
set B := 3. ; oy PAEN, where p\ := p()\)/(w —n). Again, due to convexity, E is a valid correlation. So we have

EY=(1-w)E +nE’ + (w—n)E
= (1 -w)E’ +wE”, (32)

where we go to the second line by defining E” := 2E” + (1 — 1)E’, which is also a valid correlation, as it is the
convex combination of two valid correlations.
In order to plot the set Q% ,, we use the convention of [18]:

1
9(ELE) = (\/1+E1\/1+E2 n \/1—E1\/1—E2)

> . (33)
A correlation E“ belongs to Q7 if it can be written in the form of (31). Equivalently, for any correlation E7,
we can get to a new point E“ as the result of mixing with an arbitrary E’, for which we sometimes obtain a
new correlation that is outside the original set, E“ ¢ Q;,. We can characterlz Q4 , by considering how E’ can
maximally violate Q.. This is done by mixing all correlations where E; < Ey with E' = (-1,1), and mixing all
correlations where Ey > FEo with E' = (1, —1). In other words, we mix all correlations with the extremal corners

(1, ¥1).
EY =(1 —w)Fy Fuw; (34a)
EY =(1—w)Ey tw. (34b)

Hence, in order to check whether some given correlation E“ is in Q% , or not, one has to check whether

EY+4+w EY—w .
9 F=" T ) HEY < EY;
"Y_ w w .

g(Biw Eite) it pe > By

l-w 7 1-w :
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Example: Coherent states. The relaxed quantum set bears relevance for instances in which the physical systems
sent from preparation to measurement device satisfy our spin bound only approximately. For example, coherent

states
1
By =€z Y
n=0

contain superpositions of arbitrary photon numbers n. While we cannot exactly impose a constraint on the maximum
spin (i.e. helicity or photon number), the coherent state can be approximated by the state

Iy |8) T |B)
VBITIN[B)  V1I—n

n

) (BeC) (36)

n!

18") =

(37)

for which the constraint on the maximum spin J = N holds exactly. Here, IIy = Zﬁ;o [n){(n| is the projector onto
the subspace of photon numbers less than or equal to NV, and we have defined

(BN |B) =:1—m, (38)
where 7 is given by
s 8P

Thus we can find the overlap as
(Bl8") = /1 —n. (40)

We can interpret 7 as the probability that our constraint on J = N does not hold, even though we do not assume
that the measurement is actually performed in our setup. We would like to show that the coherent state |3) produces
correlations that are close to the correlation set Q ., given that it has large overlap with |3’). To this end, we will
use the trace distance [47] for quantum states

Dp, ) = girlp — o) = max_[tr(M(p— o). (41)

<M<1
For pure states, the trace distance is given by D(|¢pXd], |[¥X¥]) = /1 — | (¢|¥) |2 and hence
D(IBXBI, 18'XB]) = V- (42)

Therefore

(81, 10) — (F1 M 18| < max [ (M(5) (3]~ 1645

— D(BKBI. 18%8)
= 1. (43)

The same inequality will hold for measurements on the states U,|3) versus U,|S’). Thus, denoting the resulting
correlations when |3) resp. |5’) is sent by E resp. E’, we have

Ey = (B|(My — M_1)|B), (44a)
By = (B'[(My — M_1)|8), (44b)

and thus |E; — Ej| < 2,/n. Similar argumentation shows that [E; — Ej| < 2,/7. Note that this result can

equivalently be posed in terms of probabilities as |P;" — Pf/\ < /n with i € {0, a}. This allows us to determine a
relaxed quantum set Q‘})a that contains all the correlations generated by the coherent state |3).
To do so, we consider a general error 0 < xk < 1 (above, kK = /1) and ask for the smallest 6 > 0 such that

|E; — E}| <2k, E€ Qo =E €0Q),. (45)
In Fig. 4 we illustrate the set generated by this error, i.e. by the left-hand side of this implication. The plot is

given in terms of probabilities P+ = (P, P¥) = (P(+/0), P(+|a)), which are connected to the correlations E by
the map

1 11
Pt =_E i 4
58+ (53) (46)
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J=1,a=0.66, k =0.01

10 7 T T

Figure 4: The quantum set Q. (blue), the boundary of the set with error  (orange) and the boundary of the smallest relaxed
quantum set Q‘}ya (green) such that it includes the previous error set given by . The plot illustrates that Qf}a always contains
the set given by the error k.

which is a bijective affine transformation, with an affine inverse
E =2P" —(1,1). (47)

The orange curves corresponding to the boundary of the error set given by x has been obtained by adding an error
box around the curves c¢1, co, which parametrize the extreme points of the quantum set Q. (besides the extremal
points belonging to P* = (0,0) and P™ = (1,1)), given by

ci(r) = (cos®(J7),cos’(J(t +a))) (r€l), (48)
ca(t) = (cos®(J7),cos?*(J(T —a))) (7€ L), (49)

where I} = [0, % — oz] and Iy = [oz, %]
We start by looking at the point in the orange line such that P = 0. By geometrical arguments, this point can
be found to be
(cos?(arccos vk — Ja) + £, 0) . (50)

Then, from this point it follows that the set Q‘SJ’OC has
§=2 (/@ + VKl —K) tan(Ja)) = 2tan(Ja)vk + O(k). (51)

In Fig. 4 we show the boundary (green curve) of the relaxed quantum set Q‘} o Most importantly, one observes
that Q‘SJ’OC includes the orange curve. While a proof remains to be found, we have strong numerical evidence to
believe that this inclusion holds for any values of J, o, .

This shows that our definition of the relaxed quantum set Qi o, also describes physically well-motivated examples
like photon number unncertainty in single-mode coherent states, where § = (9(171/ 4), for n the probability of
observing more than J = N photons.

Relazed classical set. Suppose now that the experimental error § is of such a type that it could in principle
be anticipated by an eavesdropper, such that there are more classical strategies available to her. We denote such
epistemic error by €, and characteriz the set of classical correlations C5 , accounting for this uncertainty. As in [18],
we define the relaxed classical set in terms of its quantum equivalent, with the additional assumption of deterministic
outcomes:

Coa=SE=> pNE\ |Ex€ Q0 > p\)>1-eEye{£1} x{£1} ;. (52)
A Ada<J

Accepted in (Yuantum 2025-12-19, click title to verify. Published under CC-BY 4.0. 14



Suppose that J and « are such that Cj, is not the full square, (£1,F1) ¢ Cj . Then for all A with Jy < J, we
have |Eyy — Eoz| = 0, and so all E° € €5, satisty

|ET — E3| < ZIO()\NEHA — Ey)y| < 2e. (53)
X

Conversely, suppose that E¢ satisfies Eq. (53). Consider the case Ef < E5 (the other case can be treated anal-
ogously). In this case, it is geometrically clear that the line starting at the corner (—1,1) which crosses E€ hits
the diagonal at some point (E, F) with —1 < E < 1. In other words, E* = k(—1,1) + (1 — k)(E, E) for some
€ [0,1]. From this, we obtain x = 3(E5 — Ef) <, and so E° € C5,, since (E, E) is a convex combination of the
deterministic correlations (£1,=£1).
In summary, inequality (53) characterizes CJ , exactly.

E Calculating Hg,

Here, we point out an equivalence between formulating the optimisation problem in Eq. (10)and the one presented
in [26], in order to use the algorithm presented in [26, Sec. 3.3] to find a numerical solution to our optimisation
problem. In particular, the equivalence holds for the no-errors case (setting ¢ = w = 0 in Eq. (10), or (in the
terminology of [26]) no max-average assumption. Under these cases, the only difference between formulating both
optimisation problems is on how the set of allowed quantum correlations is defined. In our case, we have

Qo :={E|E; = Tr(p M), Ey = Tr(Uapr UL M)}. (54)

Meanwhile, in their case, the set of quantum correlations is defined as
Quye = {(B, W)[w < wpk, Ep = Tr(p M), Tr(p.0) < we}, (55)
where = {1,2}, O is some energy operator, and wi,wy gives an upper bound on the energy peak (i.e. a “max-

peak” assumption). In both cases, the set of correlations is characterizd by the overlap between quantum states. In
particular, we have the inequality

;<\/1+E1\/1+E2+\/1—E1\/1—E2)E{COS(JO‘) if |Jo| <5 (56)

0 it |Jal >

INEINIE]

whilst, in [26], they have

% (VITENVIT B +VI-BiV/I-B) > VI—wVI—w; — i/, (57)

In our case, in order to calculate Hg g ,, one can perform the algorithm in [26, Sec. 3.3] by setting some w; = wq =
wpk such that cos(Ja) = 1 — 2wpk. A numerical study on the amount of randomness is beyond the scope of this
manuscript. Nonetheless, the curious reader may be referred to Fig. 5(b) of [26] for an instance of H{, ,, for some
given J and « fulfilling the constraints. '

F Bounding H?, ,

Note that we have Qo = Qj,—q, and thus Q% , = Q4 _ and H, , = HX, _,.
the case a > 0 in this section.

The relaxed quantum and classical sets play a role for characterising imperfect protocols, in which we may want
to consider types of error introduced into our setup, whereby our assumption on J may fail. First, we have e-type
error, which can be thought of approximately as epistemic uncertainty of the experimenters; there may be additional
variables A to which they may not have access (but to which Eve may), such that A describes exactly when our
assumption fails. Second, we have w-type error, which can be thought of as genuine, ontic randomness, such as
that introduced by sending coherent states, for which the photon number (and the spin) can only be described
probabilistically. This type of randomness cannot be described by any classical side-information that Eve may hold,
and even she could never predict when the assumption fails. The amount of randomness H* = H? that can be

£,w,x
certified using our setup is thus affected by the room that we wish to grant for these types of experimental errors.

Thus, it is sufficient to consider
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To bound the certified randomness given such errors, let {p(\), E*} be a minimizing ensemble for HZ , ,, i.c.

H* =  min M\ H(EY), 58
A {pm,EA};p( JH(E?) (58)
subject to Z p(A) >1—e¢, (59)
)\:E>‘€Q“}’,C¥
and » p(\)E* =E. (60)
A

Then, for all ¢’ > ¢, we trivially have
Y opN)zl-ex>1-¢, (61)

)\:EAGQ‘“]’ﬁ
and so the ensemble {p(\), E*} satisfies the conditions that define the optimisation problem for H, & .o Conse-
quently,
;’,w,a < H;,w,a' (62)

Similarly, w’ > w implies Q“jla D QY4 ,and so

S oz Y pzi-g (63)

MEXeQy MNEXEQY
hence {p()), E*} is also a candidate ensemble for HZ , . It follows that

m < H! (64)

ew,a = e,w,a”
In particular, Eqgs. (62) and (64) imply the following result:

Lemma 1. Both types of error €,w > 0 decrease the number of certified random bits:

HE o\ < Hig o (65)

g,w,x —

To obtain inequalities in the converse direction, the following intermediate result will be useful. It is motivated
by the Taylor expansion
arccos ((1 — w)?cosz) = z + 2w cot z + O(w?), (66)

which also shows that the constant factor appearing in front of w in the following lemma cannot be improved.

Lemma 2. Suppose that 0 <w <1 and 0 <z < g Then
(1 —w)?cosx > cos, (x + 2wcot x), (67)

where
_ Jocost if0<t< 3
cos, (1) == { 0  otherwise. 0

Proof. If x + 2wcot x > 7, then the inequality is trivially true, since the left-hand side is non-negative. Thus, it is
sufficient to consider the case 4 2w cot x < 7. For every fixed x, consider the function g : [0,1] — R, given by

g(w) :=sin(z + 2wcotx) — (1 — w) sinz. (69)

We have ¢(0) = 0 and
g’ (w) = 2cos(z + 2w cot ) cot & + sinz > 0. (70)

Therefore, g(w) > 0 for all w € [0,1]. Now consider

f(w) == (1 —w)?cosz — cos(z + 2w cot z). (71)

We have f(0) =0 and
f(w) = 2(cot z)g(w) > 0. (72)
Thus f(w) > 0 for all w € [0, 1]. O
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Lemma 3. For 0 < w <1, we have the set inclusion

ja - QJ,()[+20J cot(Ja)/J+ (73)

Proof. If Ja 4 2wcot(Ja) > T, then Qjatoucot(ia)g = [—1, 1]?, and the claim is trivially true. Thus, we may
assume that Ja + 2w cot(Ja) < 5. Suppose that E € QY ,, then there exist E’ € Qj, and E’ € [-1,1]? such that

E=(1-wE +wE. (74)
Now we use the fact the the functions z — /1 — x and x — /1 + = are concave and non-negative on [—1, 1]:
1
5 (\/1 Y BT+ By +1— E/1— EQ)

1
= 5 (\/1+(1—w)E{+wE1\/1+(1—w)Eg+wE§

+\/1 — (1 -w)E{ + wEi)\/l — (1 -wEf +wE§))

1
z 5 [((1 —w)\/1+ E{ +wy/1 +Eg) ((1 —w)\/1+ B +wy/1 +E§)
+ ((1 —w)/1—E{ +wy/1— E{) <(1 —w)\/1—Ef +wy/1 —Eg)}
1
> S [\/1+E{\/1+Eg+ \/1E{\/1E4 (1—w)?
> (1 —w)?cos(Ja)
> cosi(Ja + 2wcot(Ja)), (75)
where we have used Lemma 2 in the final step. Therefore, E € Q ;4124 cot(Ja)/7, and the claim follows. O
Now recall Eqgs. (58), (59) and (60) which are satisfied by the minimizing ensemble {p(\),E*} for HZ,, ,. In
particular, Eq. (59) and Lemma 3 imply that
> OV D OV R (76)
AMENEQ ) at2u cot(Ja) /T AMEXEQY |
and so Egs. (60) and (76) show that {p(\),E*} is a candidate ensemble for Hj 0w cot(Jayy- This proves the
following corollary:
Corollary 1. We have
H;,w,a > H:,O,a+2w cot(Ja)/J* (77)

Finally, we would like to obtain an inequality that tells us what happens if replace a finite value of € by zero. To
this end, we will use an inverse concavity property (see e.g. [47]) of Shannon entropy

H(q) = H(q1,--,qn) == — > gilog gi. (78)
i=1
If we have n probability distributions p() = (pgi)7 ceey ps,?) (vectors with non-negative entries summing to unity),

and another probability distribution ¢ = (q1,...,¢,), then

H <Z qip(”> <D aH @)+ Hq). (79)

In the notation of the main text, the corresponding entropy of a correlation E therefore satisfies
HE+ (1-t)E)<tHE)+ (1—-t)H(E') —tlogt — (1 — t)log(1 —t) (80)

for all 0 <t < 1 (with the convention 0log0 := 0). To see this, use for example that H(E) = 13" H(pg)), where

2
pg ) is the binary distribution with probabilities HEQE”. We will use this to prove the following result:
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Lemma 4. For every 0 < e,w < 1, we have

 clog(2/e)

H* > H{ eho T1log(l —¢) T

£,w,x

(81)

with the convention that 0log(2/0) := 0.

Proof. Consider again a minimizing ensemble for HZ , ,, satisfying Eqs. (58)-(60). Such choice of ensemble also

entails a definition of a set of “hidden variables” A 3 \. Define the subset A, :={\ € A | E* € Q4 ,}, then

ti=1- Y p()<e (82)

AEAL

Therefore, B/ := 3", AL %E)‘ € Q4 , because QY , is convex. Now, if t = 0, let E' be an arbitrary correlation,

while for ¢t > 0, set E' 1= 37, @EA, then E = (1 — t)E7 +tE/. For all A € A, set ¢()\) := p(\)/(1 —t) and
F? := (1 — t)E* + tE’. Then direct calculation shows that

> qWF*=(1-tE’ +tE =E. (83)
AEA,

Since E* € QY ., there exist correlations EM € Q;, and EM® € [-1,1]? such that E* = (1 — w)EM + wEM®.
Thus

F* = (1-tE*4+tE
(1-t)(1—w)EM + (1 - t)wEM® 4 tE/
SN o aeing (84)

It follows that {g(\),F*} ca, is a candidate ensemble for H{ ., .. Using furthermore that H(E’) < log2, we
obtain

HS,E-{-w,a S Z q(A)H(FA)

AEA,
< Y qWH ((1-tE +E)
AEA
< % (1 —t)H(E*) + tH(E') — tlogt — (1 — t)log(1 — t))
XEA T
tH(E tlogt
= S pVHE) + (BY) _tlost 01—y
1-—t 1—1
AEA
log(2
< B+ B o), (85)
Using finally that ¢ < ¢ completes the proof. O

Applying Lemma 4 and Corollary 1 in succession shows the following:

Corollary 2. Ife,w € [0,1), then

elog(2/¢)
HZ 0 2 Hp o ao(ctw) cot(Ja)/ s T 10g(1 —¢€) — 1 (86)

G Proof that Q; C R,

Since R is a convex set, it is sufficient to show that extremal correlations of Q; are contained in it. That is, we
can disregard shared randomness and consider a fixed POVM {M};, and an arbitrary, normalized pure state

J
6y = > ;1) (87)

j=—J
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where |1);) € H,; is normalizd and ¢; = (1;|¢). We choose an orthonormal basis for H, such that every |iy) is an
element of this basis, and we calculate the probabilities in this basis:

P(bla) = tr[Ua [¢)o| ULM)

J
* _djarsb —ij'a
E b e? M e
Ji'==J
27
« b i(i—5)a
> > G0 ML, ')

l:_2J*J S jaj/ S J:

i—i =1
2J
= Z aje’®, (88)
1=—2J
where we have defined the coefficients
—J S .ja jl S J:
j—i' =1

for —J <1< J, and M;?j, := (j'|My|j). The coefficients have the property

a = > M
*Jéjaj/ S J
j=i =1

= > (&565)" (M})" = a2y, (90)
_J S jvj/ S J
=i =1

which we can use to write

2.
Pla) = Z ai(cos(la) + isin(lar))
1=—2J
2J
ag + Z (2Re(a;) cos(la) — 2Im(a;) sin(ler)) , (91)
[

By observing that this is exactly of the form (12), we conclude that Q; C R, and thus also Q4 C R.4-

H Proof that Ql/g = Rl/g

In this section we will show that for a J = 1/2 system, not only do the sets Q1/2,a and Ry /3 o coincide, but in fact
every rotation box can be simulated by a quantum model, i.e. Q;/5 = Ry/2.

Rotation boxes. We will start our discussion by giving a characterisation of the convex set of rotation box
correlations Ry 5. Every J = 1/2 rotation box is described by probability distributions of the form

P(+1]|a) = ¢p + c1 cosa + s1 sinq, (92)

where ¢g, 1,81 € R, s.t. 0 < P(+1]a) < 1Va. Conditions for ¢g,c; and s can be found by the fact that P(+1|«)
has to produce valid probabilities for all & and if P(4+1|a)) = 1 or P(+1|e) = 0 it has to be a maximum or minimum
respectively. This allows us to write the set Ry /o in the form:

1
Rije = {P(—i—loz) |0<co<1; if 5 < co, then (co)? > (e1)? + (s1)%;

if ¢ < %then (1—co)? > (c1)* + (81)2}. (93)
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0.59:5

Figure 5: Ri/2 = Q1/2 as a convex set.

The convexity of R/, follows immediately from the fact that the set of probabilities is convex and that a convex
combination of functions of the form ¢y + ¢1 cos a + s1 sin @ gives again a function of the same form. Furthermore,
the set Ry /o is isomorphic to the subset A C R3, given by

1

1 1
Ri/2 {((a: Y z))T|0 <z<ljifz < i,thenac2 > 2 + 22 if§ < x,then (1 — 2)2 > o> +22}

ACR?. (94)

The isomorphism ¢ : S — A is given by

Co
e(P(+1|e)) = |1 |, (95)
S1

which is clearly linear and therefore affine — that is, A inherits its convex properties form R/, and vice versa.

It can be shown that the extreme points Jexi.A of the set A, and therefore the extreme points JexR1/2 of Ry/2
are given by:

0 1 i 1
antA = 0 y 0 y Yy y2 + 22 = Z
0 0 z
=~ 8extR1/2~ (96)

An illustration of Ry, is given in Fig. 5.
Rotation Bozes Simulated by Quantum Model. We now find quantum models for the extreme points of Ry ;.
The extreme points P(+1ja) = 1 and P(+1|a) = 0 are just constant probability distributions and there-

fore can obviously be simulated by quantum theory. For example, consider ‘qﬁ 1 > € H,y 1 and the measurement

{Pe=[ors ows

,P.=1- P+}. This yields the probability distribution
P(+1la) = (é13|ULPUs

a

els <¢+%

b1
2+2>
o)| =1 (97)

In similar fashion one can construct a quantum model for P(+1|a) = 0.
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All other extreme points are of the form

P (+1|la) = =4 c]cosa+ s]sina

(1+ cosacosT + sinasinT)

(1+ cos(a—1)), (98)

N RN~ DN~

where we have used that we can write ¢] = (1/2) cos and sT = (1/2) sin 7 such that (¢])* + (s7)*

To find a quantum model for these probability distributions we define the state

6= == (Jees) +[6-4)). (99)

= 1/4 is satisfied.

where ’¢:ﬁ:%> € H:ﬁ:%
Furthermore, we will consider the family of states

97) = U7 |$) (100)
and the projective measurement {P; = |¢) |, P~ = 1 — P, }. Hence, we find the probability distributions
Pr(+1la) = (¢-|ULP:Ualér) = (4] Ul_TP+Ua_T 9)
2
= 1(¢$|Ua—r19)" ‘ T e
= cos? (a;7-> %(1+c05( -7)), (101)

which are precisely the same probability distributions as in (98).

We have seen that all extreme points of R/, can be associated with probability distributions that are compatible
with Q;/p. To also associate the non-extreme points of R/, with probabilities compatible with Q; /5, we use
that all (non-extreme) points P can be written as a convex combination of of at most four extreme points due to
Carathéodory’s theorem [41]. That is,

P(+]a) = Z)\’ P! (+|a), (102)

with 0 < A* < 1 and Zle A = 1. As just discussed, we can write down a quantum model for all extreme points
Pl (+1]e) = (¢'| UL PLU, |¢") . (103)

Now, we introduce a four-dimensional auxiliary system and we define the state
4 .
vy =Y VA¢) @ i), (104)
i=1

where |¢l> are the states from the quantum model that generated the extreme points. Furthermore, we adapt
the representation of SO(2) to U, ® 1, which does not affect the assumption on the maximal spin J (see also
Appendix C). We define the following measurement operator

4
P, = ZPi ® i) . (105)

Then a simple calculation gives
(W] (UL ® 1) Py (Ua ©1) [¢) = P(+]a) (106)

for all , which shows that we can also always find quantum models that are compatible with Q; /, for all non-
extreme points of Ry /5. Hence, Ry = Q1/2. In [29], an alternative proof of Ry ,3 = Q12 is provided by introducing
a GPT system capable of reproducing all correlations of R/, and then showing the equivalence of this GPT system
with the rebit.
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| Proof that Q;, = R,

We want to show that the rotation box correlations given by Eq. (19) describes the same set as that in Eq. (5), for
the quantum box. We can show this by rearranging Eq. (19):

1
cos Ja < cos (5’ arcsin Fy — arcsin Fy D
1 . 1 .
= cos (5 arcsin By — 3 arcsin E1>
1 . 1 . .1 . .1 .
= cos (5 arcsin Eg) cos (5 arcsin El) + sin (5 arcsin Eg) sin (5 arcsin El). (107)

We use the identities cosz = /3 + 3 cos(2z) and sinz = /4 — 4 cos(2z), and then for the following line

cos(arcsin z) = v/1 — 22. Therefore the above can be further rewritten as follows:

—\/; + %COS (arcsinEg)\/; + %COS (arcsinEl) + \/; — %cos (arcsin Eg)\/; — %cos (arcsin El)
\/ ﬁ_p\/ «/71—E2\/ ,W_EQ\/ 1—E2 0s)

We can derive the following useful identity:

L VI 1
2 2 2

(Vi+z+vV1i-u), (109)
which can be used as a substitute so that we arrive at:
cos Ja < - ((\/1+E2 +V1-E)(V1+Es + V1-F1) + (V1+E2 — V1-E1) (V1+Es — \/1E1)>
:5(\/1+E2\/1+E1+\/1—E2\/1—E1>. (110)

The final line is the same as that given in Eq. (5); i.e. the rotation box condition described by Eq. (19) is identical
to the quantum condition described by Eq. (5). Therefore, combining with Appendix G, we have shown that

RJ,a = QJ,a-
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