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Photon loss represents a major challenge for
the implementation of quantum communica-
tion protocols with untrusted devices, e.g. in
the device-independent (DI) or semi-DI ap-
proaches. Determining critical loss thresholds
is usually done in case-by-case studies. In the
present work, we develop a general framework
for characterizing the admissible levels of loss
and noise in a wide range of scenarios and pro-
tocols with untrusted measurement devices. In
particular, we present general bounds that ap-
ply to prepare-and-measure protocols for the
semi-DI approach, as well as to Bell tests for
DI protocols. A key step in our work is to es-
tablish a general connection between quantum
protocols with untrusted measurement devices
and the fundamental notions of channel ex-
tendibility and joint-measurability, which cap-
ture essential aspects of the communication
and measurement of quantum information. In
particular, this leads us to introduce the notion
of partial joint-measurability, which naturally
arises within quantum cryptography.

1 Introduction

Photon loss, which results from unavoidable absorp-
tion and scattering in optical channels, as well as lim-
ited detector efficiency, represents one of the key chal-
lenges for the implementation of long-distance quan-
tum communication. This issue becomes even more
critical in experiments and applications where quan-
tum states are transmitted through untrusted chan-
nels and measured using untrusted apparatuses. This
is common in quantum cryptography, most notably
within the device-independent (DI) [1, 2] or semi-
device-independent (SDI) [3, 4] approaches, but also
in fundamental tests of quantum physics such as quan-
tum Bell nonlocality [5, 6] and steering |7, 8].

In these situations, certifying quantum properties
such as entanglement or randomness, and achieving
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quantum advantages, such as information-theoretic
security, becomes impossible when photon losses ex-
ceed a certain threshold. The underlying reason is
that the untrusted channels and measurement devices
could potentially implement processes in which losses
are not merely passive phenomena, but are influenced
by the choice of the experimenter’s measurement set-
tings in a way that could, for instance, allow for blind-
ing attacks [9, 10, 11, 12]. In such attacks, the eaves-
dropper might selectively and remotely cause detec-
tion events based on whether their own measurement
matches that of the receiver. More generally, the
most famous example of this is arguably the so-called
“detection loophole” [13], that plagued experimental
tests of quantum nonlocality for decades, before ex-
periments could finally close it, and, eventually led to
the celebrated loophole-free Bell experiments.

The level of admissible losses is generally highly de-
pendent on the specific quantum communication pro-
tocol that is considered. Moreover, this tolerance also
depends on the detailed aspects of the experimental
setup, including the specific states that are intended
to be transmitted through the channel and the ex-
pected measurements to be performed on them. An
intense effort has been devoted to characterizing criti-
cal loss thresholds. This started in the context of Bell
experiments (see e.g. [13, 14, 15, 16] and [17, 6] for re-
views) as well as in steering test (see e.g. [18, 19, 20]).
In turn, critical efficiencies for DI and SDI protocols
have also been discussed (see e.g. [21, 22]). While all
these works have played a significant role towards the
first loophole-free Bell tests [23, 24, 25] and proof-of-
principle implementations of DI protocols [26, 27, 28|,
it is fair to say that our understanding is currently
limited to few specific cases.

In this paper, we develop a general framework for
characterizing critical losses in quantum communi-
cation setups. This allows us to establish lower-
bounds on admissible losses that are applicable to a
wide range of experiments and protocols involving un-
trusted measurement devices. The key point of our
work is to establish a connection with the notion of
‘joint-measurability”, which captures the incompati-
bility of quantum measurements [29, 30, 31].

Our starting point is to introduce the concept of
a “channel-measurement unit” (CMU), which repre-
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Figure 1: A channel-measurement unit (CMU) is composed
of an untrusted channel C' and an untrusted measurement
device M. The CMU receives as input a quantum state p
that is transmitted through the channel C and then mea-
sured by M. The classical input y denotes the choice of
measurement (performed e.g. by the honest user), while its
output is denoted b.

sents a fundamental component of quantum commu-
nication protocols with untrusted devices. Specifi-
cally, the CMU consists of an untrusted communi-
cation channel C followed by an untrusted measuring
device M, as depicted in Fig. 1. The CMU serves as
the basic building block for a broad range of setups.
The simplest examples are SDI prepare-and-measure
scenarios [32, 33|, as in Fig. 2.a), and bipartite Bell
experiment where a pair of entangled photons are sent
to two separated CMUs (see Fig. 2.b.). These setups
serve as a basis for SDI QKD protocols [3, 4, 22]) and
DI protocols [1, 27| respectively. More generally, the
CMU can also be seen as a part of more complex sce-
narios, e.g. involving quantum networks or quantum
circuits (see Fig. 2.¢).

We aim to determine the admissible level of loss in
the CMU before it loses its ability to exhibit ‘quan-
tumness’, i.e. when it becomes classically simula-
ble. We provide several natural definitions for this,
which are shown to be all equivalent to the condition
that the effective POMVs implemented by the CMU,
representing the combined effect of the channel and
the measurement device, are jointly measurable. An
equivalent condition, based on the channel extendibil-
ity of the CMU, is also particularly convenient to
work with. Using these definitions, we provide sev-
eral upper bounds on the loss threshold. Notably,
these bounds typically depend only on the number
of measurements implemented by the CMU, and on
the noise level, but not on the details of the channel
and/or the measurements.

More generally, our work motivates the investiga-
tion of joint measurability for sets of measurements
that are not only noisy, the case most existing works
have focused on [34, 35, 36, 37, 38, 39], but that also
feature losses, which has been considered only in a
limited number of previous works [40, 41, 42, 43].

We consider two different scenarios for taking losses
into account in protocols with untrusted devices.
The first consists of attributing a specific measure-

Figure 2: The CMU is a basic component of many experi-
ments with untrusted devices, such as (a) a simple prepare-
and-measure scenario, (b) A Bell test, (c) a quantum network
featuring several sources and measurements

ment outcome (an inconclusive ‘no-click’ outcome) to
events where the photons are lost. We refer to this
as the no-click scenario, corresponding e.g. to exper-
iments involving single-photon detectors. The second
consists of general optical scenarios where measure-
ments may always produce a conclusive outcome, as,
e.g., in continuous variable setups based on homodyne
(or heterodyne) measurements. In this case, we con-
sider a standard model of loss for the optical channel,
corresponding to mixing the input system with a ther-
mal state through a beam splitter of limited transmis-
sivity. We refer to this as the thermal-noise channel
scenario.

In the no-click scenario, we introduce general
bounds on critical loss thresholds, which, in their
simplest form, recover or improve on certain known
bounds [14, 21|. In particular, we prove a bound
on N-extendibility of channels combining white noise
and loss. In the thermal-noise channel scenario, we
point out that it is possible to apply directly exist-
ing bounds for channel extendibility [44] and joint-
measurability [45], but we also provide in addition
explicit strategies for achieving these bounds.

Finally, we examine in more detail the applications
of our results to QKD. In particular, analogously to
[21], we point out that in a QKD protocol where one of
the parties uses a CMU, no key rate can be extracted
already when the subset of measurements used to gen-
erate the key is jointly measurable. This leads us to
introduce a weaker notion of joint measurability which
we call ‘partial joint-measurability’.

The paper is structured as follows. In Section 2,
we introduce the CMU and make it clear that the
concept of joint-measurability is appropriate for defin-
ing at what point a CMU loses its utility in a quan-
tum protocol with untrusted devices and we relate it
to other properties of the CMU, such as channel ex-
tendibility. In Section 3, we derive upper-bounds in
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the no-click scenario and in Section 4 in the thermal-
noise channel scenario. In Section 5, we discuss the
applications of our bounds to QKD, define the notion
of ‘partial joint-measurability’, and provide as an il-
lustration upper-bounds on the key rate for various
classes of DI QKD protocols. Finally, we conclude in
Section 6.

2  Joint-measurability of a CMU

A CMU consists of a quantum channel C' followed by
a measurement device M, as in Fig. 1. The channel
is described by CPTP map ®, while the measurement
is given by a set of POVMs M, = {M,,},, where
My, > 0 and ), My, = 1 for all y,b. Note that we
use the notation M, to denote the POVMs and My,
their elements.

From a black-box perspective, the CMU is charac-
terized by the probabilities P(b|y, p) of obtaining a
measurement outcome b, given the measurement in-
put y and the incoming quantum state p. Formally
we have that

P(bly, p) = Tr [®(p) My, ] - (1)

The CMU can also be described through a set of effec-
tive POVMSs with elements Mﬁy = ®* (Mb|y), where
®* is the dual channel of ®. These POVMs describe
the combined effect of the channel and of the mea-
surements. The probabilities P(b|y, p) can then also
be written as

P(bly, p) = Tr [p M5, | (2)

We would like to determine the admissible level of
loss in the CMU, regardless of its usage in a larger
experiment, and in a way that is independent of the
state preparation, before it loses its ability to exhibit
‘quantumness’. Since most experiments and proto-
cols with untrusted devices require the distribution
of entanglement and/or incompatible measurements,
we could define this threshold using one of the two
following natural conditions:

(1) The CMU can be replaced by an equivalent
CMU for which the channel @ is entanglement-
breaking.

(2) The CMU can be replaced by an equivalent CMU
for which the N measurements M, are compati-
ble, i.e., jointly measurable.

By ‘equivalent’” CMU, we mean one that may differ
in implementation from the original CMU, but yields
the same output probabilities P(bly, p) for all p, since
from an operational and blackbox perspective, only
these output probabilities are relevant.

As an example of the above definition, consider
a standard bipartite nonlocality test. If either Al-
ice’s or Bob’s CMU satisfies condition (1) or (2), it

Figure 3: A CMU that satisfies conditions (3) and (4) can
be implemented through a (single) quantum measurement
E at the entrance of the channel, whose classical output A
is then transmitted and processed to generate the output b
depending on y.

becomes clear that the entire experiment admits a
local hidden-variable theory and no violation of a
Bell inequality is possible. Similar conclusions can
be drawn for steering experiments. Moreover, even
protocols that do not directly rely on entanglement
may require condition (1) to hold. For example,
in a prepare-and-measure quantum key distribution
(QKD) scheme where the channel connecting Alice
to Bob is entanglement-breaking, no key rate can be
extracted [46].

More generally, the purpose of a CMU is to dis-
tribute quantum information from the entry of the
channel to a remote measurement device where one
of several measurements should be performed. Then
an alternative, and seemingly more stringent, way to
define the threshold at which a CMU becomes inef-
fective is the following:

(3) The CMU can be replaced by an equivalent CMU
for which the channel ® is a quantum-classical
channel and the measurements M, represent clas-
sical measurements on the output of this channel.

In a quantum experiment involving a CMU that sat-
isfies condition (3), the quantum part of the exper-
iment can be truncated just before the CMU, since
all information processing that happens in the CMU
is purely classical, see Fig. 3. This criterion is used,
for instance, in [47] to determine when a routed Bell
experiment can establish only short-range quantum
correlations. Furthermore, in any cryptographic pro-
tocol where the CMU channel is a public channel and
satisfies condition (3), an eavesdropper could have a
perfect copy of the information sent in that channel
since it is purely classical.

Although conditions (1), (2), (3) may appear dis-
tinct, they are actually all equivalent in an untrusted
scenario, and equivalent to the following condition:

(4) The set of effective POVMs Mﬁy of the CMU are
jointly measurable.

The set of effective POVMs Mf"y is said to be jointly

measurable [31] if there exists a parent POVM E with
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elements F), and probability distributions p(bly, A)
such that

M, = / dAp(bly, N E; . 3)

Operationally, and as illustrated in Fig. 3, this means
that the CMU can in principle be implemented via the
following strategy. First, at the entrance of the chan-
nel, upon receiving the quantum state p, one measures
the parent POVM FE; note that this is a single (fixed)
quantum measurement, hence independent of the in-
put y. The outcome A of the parent POVM is then
transmitted through a classical channel to the remote
measurement device, where a simple classical device
generates the output b using the probability distribu-
tion p(bly, A), which depends on y and on the classical
outcome M.

From the above operational interpretation of (4),
it is immediate that conditions (3) and (4) are
equivalent. It is also clear that conditions (2) and
(4) are equivalent, since if the measurements M,
are jointly measurable, the same holds for the ef-
fective measurements MZ;I’ , and vice versa. Fi-
nally, conditions (1) and (4) are also equivalent, as
shown in [48]. Indeed, ® is entanglement-breaking
if ®(p) = > ,oaTr[Exp]. But then P(bly,p) =

S\ Tr [Erp] Tr [oxMy,] = Tr [pr‘I‘)y}, for M =

>3 Tr [oaMy, | Ex which is of the form (3) if we de-
fine P(bly, A) = Tr [0AMp),]. This argument can be
extended to infinite-dimensional quantum systems; in
this case, an entanglement breaking channel is of the
form ®(p) = [dXoyTrpEy where the POVM is in
general not atomic [49].

Note that condition (4) is not only sufficient for
guaranteeing that a CMU is “useless”, but also a nec-
essary one; indeed, any set of measurements that is
incompatible (in the sense of not being jointly measur-
able) can be used to demonstrate the effect of quan-
tum steering [34, 35].

In the following, we will thus take condition (4) as
our definition of when a CMU does not exhibit quan-
tumness. We say that a CMU is jointly-measurable
(JM) whenever condition (4) holds.

Finally, note that there are other possible condi-
tions than (1) on the channel of a CMU that are
equivalent to (4). For instance, a channel is said to
be incompatibility-breaking if the set of measurements
{®*(M,)} are compatible for any M, [50]. It is said
to be N-extendable if there exists another channel
®,_,n, called the parent channel, which outputs N
quantum system Sj ..., Sy such that

Trs, |uzk P18 (p) = (p) (4)

for any output system S; and any input state p. Let
us recall that N is the number of measurements per-
formed by our CMU. These notions give rise to the
following additional conditions.

Figure 4: A CMU satisfying condition (6) can be imple-
mented by splitting the incoming system in [N systems, mea-
suring each of the output systems with one of the N different
measurements, and sending their classical outcomes to Bob.

(5) The CMU can be replaced by an equivalent
CMU for which the channel ® is incompatibility-
breaking.

(6) The CMU can be replaced by an equivalent CMU
for which the channel ® is N-extendable.

The  entanglement-breaking, incompatibility-
breaking, and N-extendibility of a channel are
in principle distinct properties. While every
entanglement-breaking channel is N-extendable, and
any N-extendable channel is incompatibility break-
ing, there exist incompatible channels that are not
N-extendable, and N-extendable channels that are
not entanglement-breaking. However, in the context
of an untrusted CMU, the conditions (1), (5), and
(6) are all equivalent to (4). This is because they are
not statements about the properties of the channel
in the actual realization of the CMU, but they are
statements about an operationally equivalent CMU
that reproduces the combined effect of the channels
and of the measurements of the original CMU.

Specifically, since a classical channel is both
incompatibility-breaking and N-extendable , we
clearly have (3)=(5) and (3)=(6), and thus (4)=-(5)
and (4)=(6). It is also clear that (5)=-(4). On
the other hand, if (6) holds, i.e., the channel ®
is N-extendable, the effective POVMs ®*(M,),) are
jointly-measurable because they can be obtained by
applying the channel ®; .5 on the input state, and
then performing each of the N different measurement
M, for y = 1,...N on each of the N output sys-
tems, as illustrated in Fig. 4. Thus (6)=-(4). We will
make extensive use of this equivalence between the
JM property of the CMU and N-extendibility in the
remainder of the paper.

Accepted in (Yuantum 2024-12-17, click title to verify. Published under CC-BY 4.0. 4



3 No-click CMUs

We first analyze a large class of CMUs taking as
input quantum states p in a finite d-dimensional
Hilbert space ‘H and for which the N measurements
y=1,..., N yield a finite, discrete set of L + 1 out-
comes b=1,..., L, &, where the last outcome & is a
‘no-click’ outcome happening when the measurement
device fails to register an actual outcome, e.g. be-
cause the photon is lost. In addition to the loss, the
measurements can also be affected by another type of
noise.

In general, such a CMU is described by effective
POVMs of the form

o Jn® (My,) ifb#
-1 ifb=wo,

where My, describe the ideal POVMs, 7 is the detect-
ing efficiency, and the CPTP map ® : L(H) — L(H)
models the additional noise channel (®* is its adjoint).
This CMU can be understood as a concatenation of
the channel ® and the loss channel

(5)

Ay(p) =np+ (1 —n) |o)2] (6)

acting on the state p before the measurements ]\ny
with elements

T Mbly
Moty = {|@><@

are performed. Here, |@) is an additional state or-
thogonal to H describing the loss of a photon, and (7)
extends the ideal POVMs so as to produce the no-click
outcome whenever the state |@) is received. This al-
lows one to write Ml?‘f = (A0 @)*(Mb‘y). Note that
whether the no-click outcome is deterministically as-
signed to another outcome or treated as an additional
outcome does not impact the results, as this is a clas-
sical post-processing step. We will discuss again this
scenario in Section 5.3.2 in the context of QKD.

For most of our applications, we will consider the
noise channel ® to be the white-noise channel

ifb# o
ifth=o

(7)

Walp) = v+ (1-0)5 (8)

with visibility v. In this case, the effective POVMs of
the CMU read

MY — {UUMbern(l *U)qb‘y]]. 1fb7é %)

v (1= ifb=0, ©)

where gy, = Tr [Mb‘y] /d.

Given the ideal POVMs My, the noise channel
® and the efficiency 7, the question of whether the
effective POVMs (5) are JM can be formulated as a
semidefinite program (SDP) [51, 31]. Furthermore,

the threshold efficiency 7. below which they are JM
can readily be determined by solving a single SDP
since the above effective POVMs depend linearly on
7.
In the following, we are interested in providing
bounds on the critical values of 1 that hold for a large
class of measurements M, and noise models ®.

3.1 Bounds on 7 for arbitrary sets of measure-
ments implied by channel extendibility

In this section, we first collect some results on the
N-extendibility of some families of channels. As dis-
cussed in the introduction, we then use them to imply
that any CMU featuring such a channel and composed
of N POVMs is JM. We start by introducing two gen-
eral parametric families of channels.

A channel R, with ¢ € [0,1] is called replacement
if it is of the form

Ry(p) =qp+(1—q)o, (10)

where o is any fixed state (possibly orthogonal to #).
The loss channel A, in Eq. (6) and the white-noise
channel W, in Eq. (8) are instances of replacement
channels.

A channel T, with v € [0,1] is called convez noise
if it is of the form

Ly(p) = vp+ (1 = v)lo(p), (11)

for some I'y. An equivalent definition is to impose
the properties I'y = id and pT,, + (1 —p) Ty, = Tz,
where v = puv; + (1 — p)vg. It is easy to see that
all the replacement channels are convex noise chan-
nels. However, there are other prominent examples of
convex noise channels, e.g. the dephasing channel

L'y(p) = vp + (1 —v)diag(p), (12)

where diag(p) = >, pii |4)(i| is the diagonal part of p
in the computational basis.

With these definitions, we now formulate a few re-
sults on N-extendibility. The first one holds for all
replacement channels.

Lemma 1 ([50]). A replacement channel Rq(p) as in
Eq. (10) is N-extendable if ¢ < %

Proof. For q < % the channel

Rin(p)=qp®o® NVt qo@pee® N2

+ ... +qo®N-D @p+ (1 —gN)o®V,
(13)

is well defined and is the parent of R,. O

This directly implies that the loss channel A, in
Eq. (6) is N-extendable for n < 3;. A similar impli-
cation holds for the white-noise channel W, in Eq. (8),
however for this channel the following result gives a
tighter bound.
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Lemma 2 ([52]). The white-noise channel W, in
Eq. (8) is N-extendable if

N+d
U§m~ (14)

Proof. This follows from results on universal quan-
tum cloning. An optimal one-to-N universal cloning
machine is a channel ®YSN from one to N qudits
whose output resembles N copies of the input state as
closely as possible for all possible input states [52, 53].
Furthermore, for each of the output systems, the
marginal channels of Eq. (4) induced by the opti-
mal universal cloning machine are precisely given by
a white-noise channel W, (implied by the symmetry
of the task) with visibility saturating the inequal-
ity (14) [52]. More noise can always be added if v
is lower (see Lemma 3 below). O

Now, following our original motivation we proceed
to study the N-extendibility of concatenated chan-
nels. The next result is a very simple but useful ob-
servation.

Lemma 3. Consider an N -extendable channel ® and
another arbitrary channel I'. The concatenated chan-
nels

Fo® and ®ol (15)

are N -extendable.

Proof. The parent channels are given by T®V o ®,_,
and ®;_, oI respectively. O

Now consider a concatenation of channels with
known properties.

Lemma 4. Consider a convexr noise channel T,
(Eq. 11) with v > v, and a replacement channel R,
(Eq. 10) with ¢ > q., where above the threshold val-
ues the channels I', and R, are N-extendable. The
concatenated channel

Q,p=Rgol, (16)
is N-extendable for

1— v,
LT—0)+ (v—v)/a.

q< ( (17)

Proof. First, let us write the concatenated channel
explicitly as

Dg,0(p) = Rg(vp + (1= v)To(p)) as)

=qup+q(l—v)lo(p) + (1 —q)o.
By assumption, there exist parent channels I'y_, 5 and
Ry, N that reproduce the marginal channels I',, and
R,, when tracing out N — 1 systems. Let us now
consider a mixture thereof pT'1,n + (1 — p) Rin

for some parameter p € [0,1]. It defines a par-
ent channel which establishes the N-extendibility of

Ep(p) =try—1(pT1un + (1 —p)Rin)(p) given by

Ep(p) = pTu, (p) + (1 —p)Ry. (p)
= (pvs + (1 = p)g«)p + p(1 —vs)Lo(p)
+ (1 =p)(1 - gs)o.

Comparing with Eq. (18) we conclude that &, is
identical to &, if

l—qg=(1-p)(1—g.)

a(1=v) = p(1—v.). 19)

Solving the first equation for p gives 1 — p = 11__;.
Plugging this in the second equation implies

1 — v,
1—v)+(v—v)/q

The channel ®,, is thus N-extendable when this
equality is satisfied. To see that any channel with
a lower transmission ¢’ < ¢ is also N-extendable note
that it can be decomposed as @y, = Ry /q0 Py, and
apply Lemma 3. [

= (20)

Let us now come back to our channels of interest
and apply the above Lemmas to obtain sufficient con-
ditions for the CMUs with effective POVMs (5) and
(9) to become JM. First, consider the concatenation
of any channel ¢ with the loss channel A, and apply
Lemmas 1 and 3 to obtain the following bound.

Upper bound 1 ([21]). The concatenation of the loss
channel with any quantum channel ®

Apo@(p) =n®(p) + (1 —n)|o)a|  (21)

is N-extendable, and thus the corresponding CMU
with effective POVMs (5) is JM, if

1
< —.
- N

This is essentially a reformulation from the channel
perspective of a result already obtained in [14] in the
context of Bell experiments, in [21] for general one-
sided-device-independent protocols, and in [50] where
channels of the form R, oI'(p) = nT'(p)+(1—n)o were
shown to be N-incompatibility breaking for n < %

Next, we also assume that the noise channel ® = ®,
is convex and apply Lemmas 1 and 4 to get.

n (22)

Upper bound 2. The channel

Ay o ®y(p) =nPy(p) + (1 —n) N2, (23)

corresponding to the concatenation of the loss channel
and any convexr noise channel ®, with v > v, where
®,, is N-extendable, is N-extendable, and thus the
corresponding CMU is JM, if

1—w,
(1—v)+N@w-—uvi)

n < (24)
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Figure 5: The full curves depict the lines below and on the
left of which the channel &, , of the no-click white-noise
qubit CMU is N-extendable according to Upper bound 3
for N = 2,3,4 and according to Lemma 2 for N = oo.
The dashed curves correspond to the additional assumption
that the ideal measurements are binary and are determined
according to Upper bound 6 (see section 3.2) for N = 2, 3,4
and the bound (51) (see section 3.2) for N = co. Note that
for the case N = 4 the two lines coincide.

Remarkably, this bound is useful even if we only
know that the channel ®, becomes N-extendable at
v = 0. Direct application of (24) shows that in this
case A, o @, is N-extendable for

n< !
(

1—v)+ Nv’ (25)

This bound applies for example when ®,, =T', is the
dephasing channel in Eq. (12).

Similarly, if ®, is a replacement channel itself (or
becomes N-extendable for v < % for another reason)
the bound (24) implies that A, o ®, is N-extendable

for

n < L (26)
— uN
Finally, we give special treatment to the case where
®, = W, is the white-noise channel, as it will be im-
portant for applications. Combining the Upper bound
2 with Lemma 2 (giving v, = %) we get our last
bound in this section.

Upper bound 3. The concatenation of loss and
white-noise

Ay Walp) = nvptn(l—v) 2 +(1—n) @), (27)

is N-extendable, and thus the corresponding CMU
with effective POVMs (9) is JM, if

d
N(v(d—i— 1) — 1) '

n <

(28)

Note that we can make this bound dimension-
independent by taking the worst-case value of the

right-hand side of (28), n < ming>1d/(N(v(d + 1) —
1)) = ﬁ, which coincides with the more general
bound (26).

The fundamental trade-off between the visibility v
and the detection efficiency 7 provided by the bound
(28) is illustrated in Fig. 5 in the case of qubits.

3.2 Bounds on n for binary qubit measure-
ments

The bounds obtained so far on 1 depend on generic pa-
rameters such as the number of measurements N, the
level of noise v, or the dimension d of the underlying
Hilbert space in the case of white noise. And as they
follow from the N-extendibility of the CMU channel,
they hold for any possible measurements M, imple-
mented by the CMU. We now take additionally into
account information about the specific measurements
M, that define the CMU, focusing on the particular
case of qubits.

First note the following variation of Upper bound 2.

Upper bound 2°’. Consider a no-click CMU defined
in terms of a convexr noise channel ®, with v > v,
and ideal measurements M, such that the effective
POVMs @} (M,) are jointly measurable. Then the
effective POVMs @3 (M,) defining the no-click CMU
in Eq. (5) are JM for

1— v,
1—v)+Nw—uvs)’

n < ( (29)

This can be proven identically to the Lemma 4 by
comparing the POVMs

@;,U(Mbly) = 771)]\4l)|y + 77(1 - v)@T,O(Mny)
+ (1= n)®6 1 (Mpyy) (30)

with the family of POVMs
pO;, (My) + (1= )0, (My),  (3D)

which are JM by construction.

From now on we set d = 2 for the rest of the sec-

tion. A binary qubit measurements is composed of
two POVM elements {E,, E_} of the form

Er=-(1+9)1+m-a), (32)

| =

with 1 — |v| < ||m|| guaranteed by positivity. If v =0
it is said to be unbiased, otherwise it is biased. A
biased measurement can be decomposed as a mixture

(B, B} = [lmfl{My, M} + (1 - |\m||){R+7R(—3£,)
of a PVM (unbiased)

Mi:%(lj:rhwr) (34)
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with a unit vector m = ﬁ, and a "dummy measure-

Ldy—|m||
i 2(1—(lml) "~ .
independent of the measured state. This observation

leads to the following result.

ment" Ry = g4 1 with g4 = whose output is

Lemma 5. Consider a channel ® and a set of bi-
nary measurements By, = 3((1+£,)1+m, o).
The measurements set ®*(Ey,) is JM if the mea-
surements ®*(My,,) with My, = 11ty o) and
m, = Hrmnﬁ are JM.

Proof. By Eq. (33) the measurements ®*(E.|,) can
be decomposed as

O (Eyyy) = [lmy[|®7(Mypy) + (1 = [[my[[) Ry (35)

where Ry, = ®*(R4),) = q4|,1 (the adjoint of a
CPTP map is unital).

Since the measurements ®*(My,,) are JM by as-
sumption there exists a parent POVM FE) simulating
them. Then the measurements ®*(E.,) are simu-
lated by the following strategy. Perform the parent
POVM E,. Upon receiving the setting y simulate
®*(My,) with probability ||m,||, or with probability
1 — |lm,|| sample a random output from g/, O

It implies that when discussing the JM of sets of
tdeal binary measurements subject to noise and loss,
biased measurements can be ignored. That is, if we
show that the set ®;  (M,) with

1 .
My, = 5(]1:|:my ‘o), (36)
and |my,| = 1 is JM it automatically implies that

any set of (biased) measurements ® ,(E.|,) with m,,
parallel to M, is also JM. We will thus restrict our
consideration to N measurements of the form (36) in
the rest of the section. Furthermore, we now set the
channel @, to be the white-noise channel W,, mapping
PVMs to

1 N
Wy (My,,) = 5(]1 toum, o), (37)

which are also unbiased.

The question of the joint measurability of unbiased
qubit measurements has been studied extensively, see
e.g. section IIL.A in the review [54].

In particular, from [55] it follows that any set of
N = 2 measurements of the form (37) is JM if and
only if

2
iy + || + |1 — |

~ A

v < vy (M, 1g) :

For N = 3, the measurements are JM if and only
if [56, 57]

4
v < U*(’ﬁ’ll,mg,mg) = (39)

= — ,
> oi—o Ite — ter||

where to = ’ﬁll -‘r—’ﬁlg -|—Th3, tk = 27’hk —to for k > ].,
and tp7 is the so-called Fermat-Toricelli vector of the
set {’ﬁ’bl,ﬁ’bg, ’l’hg}, ie. tFT = argmint Zi:l ||’rhk—t||

For any set of N unbiased qubit measurements, we
now show the following result.

Lemma 6. A set of N wunbiased qubit measure-
ments My, = % (L +£my - o) specified by the vectors
my,...,my with |my| <1 is JM if

DI (T my < 2V (40)
k=1

a

where a = (a1, ...,ay) € {0,1}Y runs through the 2V
bitstrings. (See also the relaxed condition in Eq. (48)).

Proof. Define the following set of 2V vectors
we = (—1)"my+(—1)?mao+---+(—-1)*"my (41)

labeled by the bitstrings a = (ay,...,ay) € {0,1}
and denoted their normalized versions as W, = HT“’U—““,

which define 2V projective measurements. Using the
probability distribution p(a) = % define the

parent POVM composed of 2V+1 elements

Fea=PY014,.0)=1 (M“ zwz:n> '

2 2
(42)
With the post-processing
1 +1 =sign(b(—1)%
p(bly. £.0) = ™)
0 otherwise

for b = £1, the parent POVMSs can simulate all mea-
surements of the form

Mbly = Z Eiap(ly, £ a) = ZEsign(b(ﬂ)ay),a
+,a a
(44)
1 N
=-(1l+b=s——my-0). (45)
2 >a llwal

These measurements are identical to My, if

N . . . .
—2—— =1, in which case the proof is done. If this
Do llwall

. oN .
ratio is even larger S wal > 1, one can mix some
Wq
a

randomness into Mb|y to complete the proof. O

Applying this Lemma to the measurements
Wy (My),) in Eq. (37) with m, = v, gives the
follwing condition for their joint measurability

2N

Sa I o (— 1) i |
(46)

v < ve(Mq,... M

N) =

Note that Eq. (38) is a particular case of Eq. (46) for
N = 2, while it is unclear to us if this is also the case
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for Eq. (39). An attentive reader also noticed that for
general N we used v, instead of v, to indicate that
the bound is potentially not tight.

The threshold visibilities for two, three and N mea-
surements in Eqs. (38,39,46) can be used together
with the Upper bound 2’ to obtain sufficient condi-
tions on the joint measurability of the corresponding
CMUs M, "‘y” The resulting bounds would depend on
the specific choice of binary the qubit measurements
described by the vectors mq,...,my.

Nevertheless, it is also possible to derive a simple
bound for any set of N binary qubit measurements by
noting that the rhs of Eq. (46) satisfies

N) > \/% (47)

To see this first use the concavity of the square

root to obtain ZGQLNHUJGH = EQQ%\/||wa||2 <

Q%Za lwa]|?. Then in the last

simply  compute ). sz (= )“kmk|\2 =
Ya Zk] (= Zazk:1 my - my, =
2N, which implies /3, 5[l A, (~1)avring |2 =

2NN = /N and the inequality (47). This
bound is, however, only saturable for N = 2

and 3 by the measurements corresponding to
MUBs. Remarkably the same arguments imply

N
3% 2a | kot (1) mg]| < /37, my][2, hence

U*(ml,...,’l’h

term

1)*+%my -1, =

N
> lme]? <1 (48)
k=1

can be used as a relaxation of the condition (40) in
Lemma 6.

To conclude this section we combine the Upper
bound 2’; the Lemmas 5 with 6, and the bound (47)
to obtain the following simple sufficient condition for
joint measurability of our CMUs.

Upper bound 6. The no-click CMU implementing
N binary qubit measurements (9,36) with white-noise
visibility v and detection efficiency n is JM if

1
W((\/ﬁ+1)v—1)'

n < (49)

It is easy to see that for N > 4 this condition does
not bring any improvement over the general upper
bound (28), which reduces in the case d = 2 to

2
N (31} — 1)
In contrast, for N = 2 and 3, it improves on this

bound, as illustrated in Fig. 5. We can also demon-
strate numerically that in these cases the bound (49)

n < (50)

is tight. Indeed, selecting o, and o, as the two mea-
surement directions in the case N = 2, and addition-
ally o in the case N = 3, we can determine, for any
fixed v, the maximal value of 7 such that the result-
ing effective POVMs are JM by solving a single SDP,
as noted below Eq. (5). We observed that for all the
tested values v, the maximal transmission n found by
the SDP matches with the upper bound of Eq. (49)
up to numerical precision.

3.3 Bound on 7 independent of N

Finally, let us mention the asymptotic case where
the number of measurements N is unbounded. In
[43] a necessary and sufficient condition for the joint
measurability of all d-dimensional projective measure-
ments subject to white noise and loss was derived. In
the case of qubits, this condition takes a simple form

n<2(l—v), (51)

depicted in Fig. 5. This bound improves over the
upper bound (50) whenever (1 —v)(3v —1) > +. By
the Lemma 5 this result is promoted to all binary
measurements.

For all POVMs, a sufficient condition is given by
n < (1 —v)?! [42]. When N is large these bounds
can be tighter and used instead of the bound (28).

4  Thermal-noise channel scenario

The bounds obtained in the previous section are based
on the assumption that the measurements of the CMU
have a finite number of discrete outcomes and that a
photon loss can be modeled as a no-click outcome.
However, some common quantum optics measure-
ments are not of that form. Quadrature measure-
ments are an example of measurements with an in-
finite, continuous set of outcomes, and which always
produce an outcome, even when the photon is lost.

In this section, we thus make no hypothesis at
all on the measurement device and we assume that
losses in the channel are modeled, as is usual in quan-
tum optics, through a thermal-noise (or attenuator)
channel [58, 59| characterized through the transmit-
tance m and the excess moise €. Specifically, the
thermal-noise channel can be viewed as combining on
a beam-splitter of transmittance 7, the incoming state
p and a thermal state 7, with mean photon number
v = (ne)/(2(1 — n)), as illustrated in Fig. 6. The re-
sulting CPTP map is

D, (p) = Try (Unp ® TVUJ) , (52)

where .
= ) 2Be I 1Yl (53)

TV

is a thermal state ertten in the basis of coherent
states |3), and

U, = meeos(va) el b-aih) (54)

)
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Figure 6: CMU where the channel is a thermal-noise channel
which can be viewed as combining p with a thermal state 7,
at a beam-splitter of transmittance 7.

represent the action of the beam-splitter, where a and
b are annihilation operators acting on the input state
p and the thermal state 7,,, respectively.

Upper bound 7. The channel ®, . of a thermal-
noise CMU is N -extendable, and thus the correspond-
ing CMU is JM irrespective of the measurements M,,

if
1

TS NI =)

Proof. Consider the channel ®;_,5 = ®pgy © Pamp
corresponding to first amplifying the input state p
with a gain G > 1 and then splitting it using a sym-
metric N-mode beam-splitter, as illustrated in Fig. 7.
We now show that if we trace out N — 1 output modes
at the exit of this channel, we get the thermal-noise
channel ®, . by choosing appropriately G.

The thermal-noise channel, the amplifier, and the
beam-splitter are Gaussian channels, and their action
can be fully described in terms of two real matrices,
the scaling and noise matrices X and Y [58]. These
matrices capture the evolution of the characteristic
function of the system, regardless of whether the ini-
tial state is Gaussian or not. For the thermal-noise
channel, the amplifier, and the channel corresponding
to tracing out all but one ouptput mode of a symmet-
ric N-mode beam-splitter, these matrices are respec-
tively

(55)

Xth = /11, Y =(1-n+enl, (56)
Xamp = VG1a, Yamp = (G — 1)1z,  (57)
and
/1 N -1
XBS - N]-Qa YBS - N 127 . (58)

In the Gaussian systems framework, the channel ob-
tained by applying two channels in succession, each
described by the matrices X 4 p and Y4 g, is described
by the matrices

XBoa = XpXa, (59)
Ypoa = X5YaXp + V5. (60)

Figure 7: Strategy for establishing the N-extendibility of the
thermal-noise-channel. The initial state p is amplified and
split into N modes using a beam splitter.

‘We thus have

G
XBSoAmp = XBSXAmp = 1/ N]b, (61)

G—N-2
YBsoamp = XpsYampXns + Yas = le .
These matrices are equal to the target matrices Xy,
and Y7y, for G =1/(1 —€/2) and

1
T N1 —¢2) (62)

Of course, lower values of 7 are also possible by simply
attenuating the overall channel output, resulting in
the bound (55). O

We note that the above result was also obtained
in [44], where a necessary and sufficient condition for
the N-extendibility of single-mode Gaussian channels
is presented. The above proof, however, provides an
explicit strategy for establishing the N-extendibility
of the thermal-noise channel.

While we considered a single-mode thermal-noise
channel ®, ., the argument extends to n-mode sce-
narios, where the global noise channel is the product
(?7776 =1 P(y,e)- It is easy to see that this channel
®, . is N-extendable if ®, . is. Therefore the Upper
bound 7 also holds in this scenario.

The bound (55) is completely generic as it depends
only on the number of measurements N and the ex-
cess noise €, and holds for any possible measurements
M, implemented by the CMU. A much more stringent
bound can be obtained if we assume that the measure-
ments M, are Gaussian measurements, which can be
implemented by first applying a Gaussian channel to
the state and then performing homodyne detection
[60].

Upper bound 8 ([45]). A CMU consisting of a
thermal-noise channel followed by Gaussian measure-
ments is JM if

1

2—¢€

n < (63)
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Remarkably, the above bound on the transmissivity
7 is independent of the total number N of measure-
ments performed. It follows from the fact that the
thermal-noise channel is incompatibility breaking for
Gaussian measurements as shown in [45]. We provide
a simple proof of this bound in Appendix A in the
case of pure homodyne measurements.

5 Applications to QKD protocols

Our approach allows us to put bounds on the per-
formance of any QKD protocol involving a CMU, in
particular within the DI or SDI approaches. Consider
a protocol in which one of the parties, say Bob, gen-
erates their copy of the secret key by performing an
untrusted measurement on a quantum state received
from an untrusted channel, i.e., the key is obtained by
post-processing the input y and output b of a CMU.
Then no key can be extracted from the protocol if
the effective POVMs of the CMU are JM. This fol-
lows from the fact that in any CMU that is JM, Alice
and Bob cannot certify the presence of entanglement,
which is a necessary condition for the security of QKD
[46].

This result can also easily be directly proven. Let
B’ = BY where B and Y are the random variables
describing the input and output of Bob’s measuring
device, let A denote Alice’s registers used in the QKD
protocol and € be Eve’s classical register (potentially
obtained by measuring a quantum system she holds).
It is known that for arbitrary post-processing of A
and B’, the key rate that can be extracted is upper-
bounded by the intrinsic information [61]

[(A:B' €)= min I(A: B|F), (64)

where F runs through all post-processing of Eve’s reg-
ister & and I(A : B'|F) = pr(f)I(A B\ F=f)is
the conditional mutual information.

Now consider the case where Bob’s CMU is JM.
Then, as Eve controls the public channel of the CMU,
we can assume that she implements herself the par-
ent POVM E, obtains the output A, keeps a copy for
her, and sends the other copy to Bob’s apparatus that
uses it to determine B given Y. Hence, the probabil-
ity distribution conditional on Eve’s register & = A
factorizes

p(A=a,B" =byl€ = ) = p(a|]\)p(y)p(bly, ) (65)

and I(A: B | &) <I(A: B'|€) =0, proving that no
key rate can be extracted.

We conclude from the above discussion that in any
DI or SDI QKD protocol where Bob’s device is un-
trusted and his inputs and outputs are used to estab-
lish the final key, no key can be extracted if the losses
and noise satisfy the various bounds presented above.
However, these bounds can be further improved by
using the concept of partial-joint-measurability, which
we introduce in the next section.

5.1 Partial-joint measurability

In many QKD protocols, the key on Bob’s side is
obtained by post-processing the input y and output
b only of a subset K C {1,...,N} of cardinality
K = |K] < N of all possible measurement inputs,
while other measurements are solely used for param-
eter estimation. In this situation, we can weaken the
notion of JM through the following definition.

We say that the POVMs M, for y € {1,..., N} are
K-JM, where K is subset of {1,..., N}, if there exists
i), a quantum instrument I = {I,}, with classical
measurement outcomes A, i) probability distributions
p(bly, A), and 1) measurement M, 5 such that, for
any state p, the probabilities p(bly, p) = Tr [pMy, ]
can be written as

> ap(bly, A) Tr [Ix(p)]
Z)\ Tr [IA(P)Mb\y,A]

Operationally, this means that instead of carrying out
the original POVMs M, on the state p, one can in-
stead first perform the parent instrument I on the
state p, obtaining a classical output A and a quantum
output Ix(p). If y € K, then one only uses the classical
output A to generate the outcome b with probability
p(bly, A), as in the case of full JM. If y ¢ K, then one
generates b by carrying out on the state I(p) a mea-
surement defined by the operators {My, »}, which
depend on y, but also on .

Since the relations (66) should hold for any input
state p, they can be equivalently formulated as

My, = 4 2Pl V()
’ 2T (Mg, )

where I3 denotes the adjoint of I and I}(1) = E)
defines a parent POVM as in the case of full JM.

In the context of QKD applications, when a CMU
is IC-JM, we can assume that the parent instrument
I is performed by Eve, which can store a copy of its
classical output \. If Bob’s register B’ = BY used to
distill the final key only depends on the inputs y € K
(while the other inputs may still be used for parameter
estimation) the intrinsic information is zero

ifye

ify ¢ K. (66)

P(b|y,p) = {

ifye

ifyd K’ (67)

I(A:B' | &) =0. (68)

This is because, analogously to the discussion leading
to Eq. (65), the probability distribution of Alice’s and
Bob’s random variable factorizes p(A4, B'|E = ) =
p(A|€ = N)p(B'|€ = A) when conditioned on A, which
is held by Eve. Hence, if the CMU gives rise to K-
JM measurements, no key can be distilled from the
outputs of any measurements in K.

Note that in the case where K = N — 1, partial
joint-measurability becomes equivalent to full joint-
measurability. This is because, for K = N —1, there is
only a single measurement setting y ¢ K. Therefore,
there is no need to send any quantum state to Bob’s
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device as this single measurement can immediately be
performed after the parent instrument. The concate-
nation of the parent instrument and this subsequent
measurement represents a parent POVM providing a
classical outcome for all values of y, i.e., it implies
that the set of Bob’s POVM is fully JM.

In the case of the no-click scenario, the following
result relates the full joint-measurability of a subset /C
of the measurements to the partial joint-measurability
of the full set of measurements.

Upper bound 9. Consider a no-click CMU with
an arbitrary number N of inputs and assume that
for a subset K C {1,...,N}, the measurements
{5 (M) }yex are JM for a detection efficiency 1.
Then the full CMU is KC-JM for detection efficiency

n <n/(1+mn).

Proof. By assumption, the set {®;(M,)}yex is JM,
which means that there exists a parent instrument &
that simulates it. Define then the following strategy.
With probability ¢, perform the parent POVM &£ and
follow the corresponding simulation scheme if y € K,
while output no-click @ if y ¢ K. With probability
1 — g, leave the system untouched, output no-click &
if y € K, and perform the measurement ®*(1f,) if
y ¢ K. On average this strategy realizes the POVMs
with elements

(g () ith 4o
M*"y‘{@u—n)i(l—q))n =0
ify e K, and
o [0—0ron,) hre
T ifh=o

if y ¢ K. These measurements have the form of the
no-click CMU (5) if gn = (1 — q¢) =/, which implies
' =mn/(L+n). .

As an illustration, if we apply the above construc-
tion to the bound (49), we obtain that a white-noise
no-click CMU implementing the qubit measurements
(36) is K-JM if

1

ﬁﬁma (71)

which improves the original bound when K < N — 1.
Note that by construction, the condition of partial
joint measurability is weaker than that of joint mea-
surability. The bound (71) allows us to illustrate this
difference explicitly. Indeed, we mentioned below the
bound (49) that for N = 3, it is tight. In particular,
the three MUBs measurements o, 0y, 0, are incom-
patible if n > 2/(9v — 3). However, from (71) these
three measurements are 1-JM up to n < 1/(2v). For
instance, for v = 1, the three MUB measurements are
incompatible but 1-JM in the region % <n< %

: [ o [T [ ]
M oooooo
o oo o o

B ec
PK+1 m .

Figure 8: Consider a CMU that admits an implementation
with a channel ® that is K + 1-extendable. Perform each of
the K measurements M, for y € KC in the first K extensions,
resulting in outcomes A1,..., Ak, and forward the K + 1th
extension to the measurement device. Then by simply out-
putting A\, if y € KC and performing the measurement M, on
the K + 1th extension if y ¢ IC defines a CMU with effective
POVMs that are IC-JM.

The construction above can also be applied to, e.g.,
the generic white-noise no-click bound (28). However
in this case a better improvement can be obtained us-
ing the following relation between partial joint mea-
surability and channel extendibility.

Lemma 7. If a channel ® is (K +1)-extendable, then
the effective POVMs ®*(M,) are KC-JM for any subset
K C{l,...,N} of K measurements.

To see this it is sufficient to apply, as illustrated in
Fig. 8, the extended channel ®;_, k1, perform the
intended measurements M, for y in K on the first
K systems and leave the last one untouched. This
defines a quantum instrument that satisfies all the
required properties.

The above observation can be applied to the bounds
(28) and (55) and implies that the white-noise no-click
CMU is K-JM if

d
< , 72
"T=TEK T wd+1) —1) (72)
and that the thermal-noise CMU is K-JM if
(73)

TS K+D(1—e/2)’
which both improve (or equal) the original bounds
when K < N — 1.

In the context of DIQKD or semi-DI QKD where
the key is generated from a subset IC of the measure-
ments, the bounds (71), (72), and (73) can be used
to strengthen the critical levels of losses and noises
beyond which no key can be generated whenever
K < N — 1. For instance, in the thermal-noise chan-
nel scenario, no key can be generated if n < 1/(2 —¢)
whenever the key is generated from a single measure-
ment, independently of the total number N of mea-
surements used in the protocol, including those used
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for parameter estimation. While in the white-noise
no-click scenario, we deduce from (72) that no key
can be generated for K =1 if n < 1/(3v — 1), corre-
sponding, e.g., to n < 0.5235 for v = 0.97.

5.2 Convex combination attacks for public
communication from Bob to Alice

As we explained above in any QKD protocol involv-
ing Alice and Bob and where Bob’s quantum device is
an untrusted CMU, no security can be guaranteed if
the CMU is (partially)-JM, since Eve can then have
full information about Bob’s output, i.e., Alice and
Bob are decorrelated conditioned on Eve’s knowledge.
This is true independently of the protocol used to dis-
till the shared key from Alice and Bob’s generated
data. However, as Eve’s JM attack targets Bob’s de-
vice, one would intuitively expect protocols involv-
ing one-way public communication from Bob to Al-
ice for key distillation to be more sensitive to such
attacks. Indeed, for such protocols, the maximum
achievable key rate is given by the Devetak-Winter
formula [62, 63]

reo = H(B|E) — H(B|A) (74)

where H(X|Y) is the von Neumann entropy of X con-
ditioned on Y. This key rate is zero as long as Eve’s
uncertainty H(B|E) on Bob’s symbols is lower than
Alice’s uncertainty H(B|A), thus Eve’s does not nec-
essarily need to have full information about Bob’s raw
key for the protocol to be insecure.

This leads us to consider a class of convex com-
bination attacks directly inspired by a similar strat-
egy proposed in [64] in the context of DIQKD’. In
such attacks, Eve employs a mixture of two strate-
gies: either, with probability p, she implements a lossy
and noisy version of the expected measurements per-
formed by Bob, in which case she exploits the fact that
this implementation is (partially) JM to get full in-
formation about Bob’s outcome. Or with probability
1 — p, she replaces Bob’s CMU with an ideal, loss-
free, and noise-free CMU, in which case she has no
information about Bob’s outcome. This mixed strat-
egy allows her to reproduce the actual CMU used by
Bob beyond the admissible level of losses and noises
derived in the previous sections, while at the same
time providing her with enough information to make
reo = H(B|E) — H(B|A) = 0.

"In the case of DIQKD, our attacks improve on the ones
of [64] because they take into account not only losses but also
white-noise. However, we can further improve these attacks by
targeting both CMUs of a DIQKD protocol, see next subsec-
tion. We also remark that it is important to consider separately
the case where a no-click outcome is kept as a distinct outcome
in Alice and Bob’s post-processing and the case where it is dis-
carded. In [64] only the former case is analyzed. An example of
a DIQKD protocol where binning of the no-click outcome leads
to a positive key rate for a detection efficiency that is lower
than the threshold computed in [64] can be found in [82].

We consider such attacks only in the no-click sce-
nario. Indeed, they cannot straightforwardly be ap-
plied to CMUs with a thermal-noise channel, since
such channels are not closed under convex combi-
nations. Specifically, we show the following in Ap-
pendix B.

Lemma 8. A thermal-noise channel ®, . that is not
N -extendable cannot be decomposed as

¢, =pPs+ (1—p)? 0<p<l (75)

where ®g is a N-extendable Gaussian channel and ®’
is an arbitrary channel.

We prove this observation by showing that the
Q-function of the channel &' = (®, . —p®¢)/(1 —p)
(for a coherent state input) can not be positive for
such a decomposition.

In the following, we thus focus on QKD protocols
with one-way communication from Bob to Alice and
involving a white-noise no-click CMU represented by
effective POVMs { MV} of the form (9). We assume
that this set of POVMs is neither JM, nor K-JM,
where I is the set of inputs used to establish the raw
key, since otherwise we have already shown that no
key can be extracted.

Consider now an attack, where, with probability p,
Eve uses a strategy S, and, with probability 1 — p,
a strategy S;. In the former case, Bob’s untrusted
measurement device implements the POVMs Mg*’”*,
where n* and v* are chosen such that these POVMs
are L — JM so that Eve has full information about
Bob’s outcome, i.e., H(B|E,S,) = 0. In the latter
case, Bob’s measurement device implements the ideal
POVMs Myl’l, which may prevent Eve from having
any non-trivial information about his outcome. Con-
servatively, we can upper-bound Eve’s information by
H(B|E,51) < Hy1(B), where Hy 1(B) is the entropy
of Bob’s outcome, averaged over the inputs y € I,
when Bob performs ideal POVMs M;’l.

Altogether Eve’s information on Bob’s outcome is
then given by

H(B|E) = pH(B|E, S.) + (1 - p)H(B|E, 51)
< (1-p)H1a(B), (76)

hence the key rate is upper-bounded by
Too < (1 - p)Hl,l(B) - Hn,v(B|A) ) (77)

where p remains to be determined, and where
H, ,(B|A) is computed from the actual correlations
between Alice and Bob’s outcomes, characterized by
an efficiency n and visibility v.

This attack must reproduce on average Bob’s actual
POVMs M"Y, Thus, it must satisfy

bly
My = pMyt 4+ (1= p) My, (78)
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which is equivalent to the following system of equa-
tions

p(l —mevi) =1—1nu

p—n)=1-n.

We have seen in the previous sections, that the
POVMs Mg” are IC-JM if n* satisfies a bound
n* < fin k,q(v*) which depends on the visibility v*,
the number of measurements N or K, the Hilbert
space dimension d, and other properties of the mea-
surements. Eve will pick the transmission value n*
which saturates this bound

(79)

Nw = NN, K,d(Vs)- (80)

Inserting this value for 7, in Eq. (79), we can then
determine p (and v,) as a function of Bob’s actual
CMU parameters 1 and v, and the obtained value of
p can be used in (77) to get a bound on the key rate.
We now illustrate this using several of the bounds
obtained in the previous sections.

Arbitrary measurements in dimension d. Using the
bound (72) and setting 7. = m to the
value saturating this bound, by solving Eq. (79) we

find that p = pl y 4 with

n(l—v)+d(1l—nv
p/K,N,d(nv'U): ( ) d ( )

wmaxd Xt N
UK 'N-1[-

(81)

Here we used the fact that if all the N measurements
are used to extract the key one simply replaces K + 1
with V. An interesting special case is the one where
the key is extracted from an extremely large number
of measurements. A bound on the key rate indepen-
dent of N and K can be obtained from Eq. (81), by
taking the limit of large K, N. We find

o e+ )= 1)
K%Hj)mpK,N,d(nav) =1 d ) (82)
and thus by Eq. (77) the key rate roo = 0 is zero if
n(v(d+1)—1) < Hy,o(B|A)

d = TH(B) -

A few binary measurements in dimension 2. In the
case d = 2, the value (81) based on the generic bound
(72) can be used. However, in the specific case of
qubit measurement of the form (36) and K = N =2
or K = N = 3, it is more advantageous to use the
bound (50). Setting 7. to saturate this bound we find
that p is given by

N1 —nv) + 9V N(1 —v)
N-1 '

P(n,v) = (83)
Note that for any specific set of N qubit measure-
ments, one can of course use a tighter JM condition
based on Upper bound 2’ and (46) to derive a better

attack.

All binary measurements in dimension 2. Finally,
as discussed in section 3.3 the set of all qubit PVMs
subject to noise and loss become JM for n < 2(1—wv).
Setting 7, = 2(1 — v,) in 79 we find p to be equal to

P (.0) =1 =nu+ /0l —0)(2 =1l +v)). (84)

For the case of a qubit (d = 2) with projective mea-
surements, which is the most studied in the literature,
we have thus obtained three different expressions for p
leading to different bounds on the key rate in Eq. (77).
In the following table, we compare these expressions
and indicate which one gives a better attack depend-
ing on the values N and K.

N
K 2 3 >4
T [y TEey
Eq. (83)
3 X . Egs. (81) or (84)
>4 b'e X Eqgs. (81) or (84)
— 00 X x Eq. (84)

Table 1: In the case of N binary measurements (ideally) on
a qubit, K of which are used for key extraction, the table
gives the optimal attack parameter p among the expressions
Pr.N,2(n,v), PR (n,v) or p(n,v) in Eqs. (81 ,83, 84) de-
rived by using different JM bounds discussed in the previous
section. In addition to the table, we find that for v = 1 the

i ; _ K+1 _N
maximal value is always p = (1 — ) max {T7 =t

5.2.1 Application to BB84/CHSH-type protocols

We now illustrate the above approach on a family of
qubit protocols where the key on Bob’s side is based
on the output b € {0,1} of a single measurement,
which we assume in the honest implementation to be
a 0, measurement. We also assume that in the key
generation rounds, the state entering Bob’s CMU is
the o, eigenstate |0) or |1), depending on Alice’s key
variable @ = 0 or @ = 1. These are the only features
of the protocol that we need to apply a bound on the
key rate using our approach.

Protocols satisfying the above conditions are the
one-sided-DI version of the original BB84 protocol,
where the source is fully characterized [66], semi-DI
versions of it, where Alice’s device is only trusted to
prepare qubit states [67], the semi-DI CHSH prepare-
and-measure protocol of [4], entanglement-based pro-
tocols such as the one-sided-DI protocols based on
steering of [68, 69], fully DI CHSH-based protocols
[70], or their routed version [71].

As K =1 and d = 2, we have from (81), p =
2 + n(1 — 3v), while Hy;(B) = 1. To compute
H,(B|A), we can consider two possibilities. Either
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non-detection events are treated as distinct outcomes,
ie, b€ {0,1,}. Or they are grouped with one of
the other possible outcomes. In the first case, we have
H, . (B|A) > nh (32) + h(n), so that the key rate is
upper-bounded as

14w

roo<77(3v—1)—1—7]h< )—h(n)~ (85)

In the case where Bob bins his no-click outcome
with one of the other outcomes, we have H(B|A) >
1(h(2(14v))+h(2(1—v))) and the key rate is

2
upper-bounded as

roo <n@v-1)-1—5 (n (20 + ) + 1 (20 ).

2 2

As an illustration, for a visibility v = 1, we find
thresholds of n = 83.0% in the case where Bob does
not bin and n = 71.6% in the case where he bins, and
for a visibility v = 0.97, we find thresholds of n = 87%
and 7 = 76%, respectively.

5.2.2 Application to receiver-device-independent pro-
tocols

As a second application, we consider the class of
so-called receiver device-independent (RDI) protocols
[22, 72], which can be seen as an extension of the B92
protocol [73] to the case of many states and measure-
ments. These are prepare-and-measure protocols as
outlined in Fig. 2(a). Here, the measuring device is
completely untrusted, while the preparing device is
assumed to produce N pure states whose Gram ma-
trix is fixed. We now provide a brief description of
the protocol with an intuitive motivation for the ideal
case (no noise), an interested reader is invited to con-
sult the original papers for the full details. We will
consider the version of the protocol where Alice pre-
pares qubit states

thy) = cos(0/2) [0) + e ¥ 7 sin(0/2) 1),  (86)

for some choice of § € [0,5] and a value z €

{0,..., N — 1} that she choses at random, analyzed
in [72] in detail. Bob’s ideal measurements are then
My, = |¢yL><wyl| J |y X1y| for b = 0,1 respectively,
with the setting y € {0,...,N — 1} chosen at ran-
dom. After his measurement, Bob tells Alice to reject
the round if b # 0. At this point, since <1/)y’w;-> =0
both parties know that their values x and y must sat-
isfy z # y in all the rounds which are not rejected.
Next, Alice reveals an unordered pair of values (z,x')
where x is the value she encoded in the state and z’ is
a different value chosen at random. This pair is only
accepted by Bob if y € {z,2’}. Since there are only
two possible values left, and Bob can exclude one of
them (from x # y), Alice and Bob are left with a per-
fectly correlated bit after the sifting. This gives the
idea of the protocol. We now explicitly compute the
correlations observed by Alice and Bob.

The probability to observe the outcome b = 0 de-
pends on the state |¢,) sent by Alice and is given
by

PO 0z, ) = ol (ge|ut) 2 + MY

—2 s

where | (2| ) > = sin®(0) sin%%). From
Bob’s perspective (knowing y), a round is successful
if b= 0, and if z = y (happening with probability %)
or if ' =y (for some x # y), summing the two gives

1 1
p(succly) = NP(OHIJJ) + NN -1) ;p(Olw,y)-
a7y
(88)
Combining with Eq. (87) we find that the success
probability is independent of y and given by

nusin?(0) (1 —wv)
2(N —1) N

P (suce) = (89)

Eve’s strategy consists of replacing the CMU with
a jointly measurable one, given by the parameters
(ns, v«), with probability p = p(attack), or with the
ideal one with probability 1 —p. In fact, the probabil-
ity that the round is successful depends on her choice.
The conditional probability of the attack reads

(M%) (SUCC) P

p = p(attack|succ) = ) (90)

p(m:2) (succ)

and implies H(B|FE,succ) = (1 —p). With the help of
Egs. (79) we see that

_ pnevisin®(0) | pnu(1 - vy)

(M,04) — 1
- (sue) p = PZI ) PECt) (o)
.2
— (nw) o (1 _p) Sin (6)
p\"" (succ) T (92)
sin?(0)

2(N—1)

andthusﬁzlf(lfp)m.
When Eve replaces, with probability p, the CMU
with a JM one, her parent POVM predicts, accord-
ing to the strategies detailed in Section 3 that a no-
click outcome b = {0,1} will be obtained for Bob
for only one of his possible measurements y. This
implies that when Bob announces that he obtained
the value b = 0, Eve can infer which input y was
used by Bob and hence her entropy about Bob’s raw
key is 0. Analogously to Eq. (76), we thus have
H(B|E,succ) < (1 —p)Hy 1(Bl|succ) <1—p or
sin?(0)
2(N—1)
p(:v) (suce)

H(B|E,succ) < (1—p) (93)
While this formula is affected by post-selection, we
see that the optimal strategy for Eve is still the one
maximizing p such that the noisy CMU is jointly mea-
surable and we can use the formulas derived in the
last section and summarized in Table. 1 (in our case
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K = N as all of Bob’s measurements are used for the
key).

Finally, to compute the key rate, we also need the
expression of H(B|A,succ). For a successful round
where Alice prepared the state z and also revealed 2/,
Bob must have chosen the measurements with y =
or y = z’. For Alice the likelihood of these events is

P (0, z)
P (0la, ) + p1:) (0], 2')
(94)

p(y = x| A, suce) =

p! (0, 2')
pr) (0], ) + p) (0], 27)
(95)

p(y = n|A, suce) =

The entropy of this distribution (as well as the success
probability) depends on the pair {z,z’}. The entropy

is minimal if sin? (7 ) = 1 in which case it is equal

to the rhs of

!
T—x
N

H(B|A,succ) > h ( (96)

1—w
2(1 —wvcos2(9)) )
This gives a general upper bound on the key rate with
one-way error correction

r < p(succ) (H(B|E, succ) — H(B|A, succ)) (97)

sin?
<(1- P)Miei) - P(n’v) (succ)h (

1—-w

To apply the bound we now take the limit of many
measurements N — oo, where it was shown [22] that
the key rate remains positive for arbitrary losses pro-
vided that the visibility is perfect v = 1 and N > 1.
Since the ideal measurements of Bob are qubit PVMs
we can use the Eq. (84) for the strategy of Eve that
maximizes (1—p). We find that for n = 10%, 1%, 0.1%
the key rate is zero if v < 95%,99.5%, 99.95% respec-
tively.

With the same approach tighter bounds can be de-
rived on the RDI protocol by computing the entropy
H(BJA,succ) explicitly, and deriving a tighter JM
condition for the specific set of the CMUs stemming
from the measurements My, = {1, )XWy, [t X5 |}
specified by Eq. (86).

5.3 Convex combination attacks for DIQKD
protocols

The convex combination attacks introduced in the
previous section are asymmetric as they apply to
generic QKD protocols where Bob holds a CMU, but
where Alice may hold, e.g., a trusted preparation de-
vice. Fully DIQKD protocols, however, are symmetric
in the sense that both parties hold a CMU. Exploiting
this feature, we analyze in this section improved con-
vex combination attacks for DIQKD protocols that
lead to more stringent constraints on the key rate.

2(1 — vcos?(6))

)

Furthermore, again due to the symmetry of the pro-
tocol, they can be applied to situations where the
public communication for key distillation goes from
Bob to Alice, as in the previous section, or from Al-
ice to Bob. For simplicity, we consider explicitly only
the former case. But we note that in many cases the
measurements and post-processing performed by Al-
ice and Bob in DIQKD are essentially identical (up to
e.g. local unitaries), implying that the same bounds
on the key rate would be obtained by considering the
public communication in the other direction.

Our convex combination attacks, in their simplest
version, are a mixture of strategies where Eve replaces
either Alice’s or Bob’s CMU with a full JM for a por-
tion of the time, and allowing the devices to operate
ideally for the remainder. In the former case, the
correlations between Alice and Bob are local, while
they are non-local in the latter case. This class of
attacks thus fits in the same framework as those pro-
posed in [74, 75] involving a convex combination of
local and non-local correlations. Such local/non-local
mixtures are obtained in 74, 75| through analytical
or numerical (linear programming) results tailored to
specific quantum correlations. However, the analyti-
cal results are limited to highly specific cases and lin-
ear programming methods become increasingly chal-
lenging when dealing with a large number of measure-
ments and outputs. In contrast, the approach based
on joint measurability is generic, as it depends only
on rough properties of the quantum protocol, and
it can provide bounds even in scenarios with many
measurements. The downside is that it may lead to
bounds on the key rate less stringent than the ones of
[74, 75] when applied to the specific correlations for
which their methods are tailored.

Note, however, that more generally, we will consider
attacks where Eve replaces Bob’s CMU with a IC-JM
one with some probability. This gives rise to a class
of attacks different from the one considered in [74,
75], since correlations arising from a IC-JM POVMs
are not necessarily local, yet, are sufficient for Eve
to have full information about Bob’s key-generating
outcomes. This may compensate for the fact that our
joint measurability bounds are not tailored to specific
correlations. In contrast, it is important to note that
Alice’s device cannot be replaced with a C-JM one, as
this does not allow Eve to guess Bob’s key generating
outcomes in general.

Let us now describe our attacks in more detail.
Consider a generic DIQKD scenario consisting of a
central source distributing bipartite states p, a CMU
for Alice, and a CMU for Bob, as depicted in Fig. 2.b.
For concreteness, we assume that both Alice and Bob
have a white-noise no-click CMU characterized by the
effective POVMs (9) with detector efficiency n and
white-noise visibility v. Therefore, together they im-
plement the joint effective POVMs M:‘;’ ® Mg‘; on
the incoming state p. We further denote by N4 the
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number of measurements on Alice’s side, and by Npg
the overall number of measurements on Bob’s side.
Furthermore, let us assume that the key is only ex-
tracted from a subset of Bob’s measurements with the
inputs y € Kp.

Eve’s attack is based on the following convex de-
composition of Alice and Bob’s joint POVMs

MY ® MY — pAMﬂAVUA ® Ml’l _|_pBM171 ® MNBVE

alz bly alz bly alz bly
+qM])" @ My (98)
1 )
+ (1 —pa—pB— Q)M;\z ® Mb1|y1 )

where ' = n(1 — v)/(1 — ), ¢ = (1 — nv)?, and
1A, VA, 1B, VB, PA, and pp are free parameters that
Eve can chose. Using the explicit form for the white-
noise no-click CMU POVMs (9), it is readily verified
that this decomposition is valid provided that these
parameters satisfy the following system of equations

2nv(1 —nv) = pa(l —nava) + pe(l —npve) (99)
n*(1 —v)v = napa (1 —va) = nsps (1 —vp)

(100)

n(l—n)=pa(l—-na)=pp(l-ns). (101)

The first constraint (99) is linearly redundant and can
be omitted. The remaining ones are equivalent to

(L —nv) =pa(l —nava) =pp (1 —nsvp) (102)
n(l—n)=pa(l—-na)=pp(l-ns5). (103)

Here, one sees that the tuples of parameters
(pa,na,va) and (pp,na,va) are subject to indepen-
dent constraints, leaving one free parameter for each
tuple.

The convex decomposition (98) can be exploited
by Eve as follows. With probability 1 — ps — pp — g,
Alice’s and Bob’s CMUs behave ideally as they im-
plement the ideal POVMs M;‘; ® Mbll’yl. In this case,
we assume that Eve has no extra information about
Bob’s outcomes, i.e. her conditional entropy is only
bounded by H(B|E) < Hy 1(B), where H; 1(B) the
entropy of Bob’s outcomes averaged over the inputs
y € Kp in the ideal (noise-free and loss-free) situa-
tion. With probability g, the CMUs of Alice and Bob
implement the POVMs M;’Ilgz_()@M 1;7‘;}’0, which are max-
imally noisy, i.e., the visibility is zero. In this case,
the correlations generated by Alice and Bob are local.
Since Eve can further decompose these correlations
as a mixture of deterministic correlations, she has full
information about Bob’s outcomes, i.e., H(B|E) = 0.
With probability pa, Alice’s CMU implements the
POVMs M:I”;’UA. If we choose 174 and v4 such that
these POVMs are (full) JM, then, again, Alice and
Bob’s correlations are local, and thus H(B|E) = 0.
Finally, with probability pg, Bob’s CMU implements
the POVMs Mg’l’Z’UB. If we now choose np and vp
such that these POVMs are Kp-JM, Eve has again

full information about Bob’s outcomes for the inputs
y € Kp, i.e., H(B|E) = 0, since she can implement
the parent instrument and predict all these outcomes.
Note that in this last case, though, the correlations
between Alice and Bob, which involve also the inputs
y ¢ K, are not necessarily local. Summarizing, by our
attack the key rate is upper-bounded as

Too < tHy1(B) — Hy »(BlA),
with

t=1-q—pa—pp=2n—1"v—ps—pp.
(104)
Hence to find the tightest upper-bound, we must max-
imize the probabilities p4 and pp subject to the con-
straints that the POVMs M4:Y4 are full JM and
the POVMs M5 are K-JM. For this, it is op-
timal for Eve to set the efficiency na = fin, a(va)
saturating one of the bounds for JM that we have
derived in the previous sections and similarly setting
NB = NNy, Ky.a(vp) saturating one of the bounds for
Kp-JM. Then, the optimal values of ps and pp are
given by the solutions of the Eqs. (102,103), i.e

bA A~ PB o
LI B q_
p” (1 =Ny a(va)va) p” (1 = Np,Kp,a(vB)VUB)
=1-—nv
PA . PB .
o (1= 1ny,a(va)) = m (1 = Np.Kp.d(vB))

=1-—n.
(105)
Remarkably, these equations become equivalent to
those in (79) by the following parameter change
(PaB):NAB):vAB) — (MUPMe,vi). 1t follows
that the expressions nvpl v 4(n,v),nvpx(n,v) or
nup” (n,v) in Egs. (81 ,83, 84) can be readily used
to find p4(p) in different cases.
In particular, our bound (104) guarantees that the
key rate is zero if one can choose the values p4 and
pp such that

H, ,(B|A)
> 92 — 22— v — = O
PA+DPB 2 2nv—n7v Hy.(B) Too
(106)
H,. .(B|A)

Noticing that the term =7 ) is always positive
one obtains a weaker but correlation-independent con-
dition for zero key rate

2

pa+pp =2 — v = 1y =0. (107)

We now illustrate this bound on the three specific
attack strategies already discussed in Sec. 5.2.

Arbitrary measurements in dimension d. When we
make no assumption on the measurements performed
except their dimensionality, we can use bounds (28)
and (72), and we obtain that the probabilities p4 and
pp must be

(108)
(109)

PA=nVDPN,1.N4.a()

PB = nvp/KB,NB,d(n’U) ’
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with the function pf y 4(n,v) defined in equation
(81). In particular, no key can be extracted (Eq. 107),
whenever

(TN, K5.Ns —2)d

n< )
(TNakp.Np —1)dv = TNy K5 N5 (1= 0)
where we introduced Tn, Kk, Ny NJZ As +

min{Kﬁl‘:l, NJZE 1} to shorten the equation. This
bound becomes n < 1 — ——L—— for v = 1, and
TNy Kp,Np—1

TN,y K, Ng+d(TN, K5, Ng—2)
< A Kp.Np A Kp,Np =1.
U= TNy kg NpTd(TN, k5,8p—1) for K 1

A few binary measurements on a qubit. When Al-
ice and Bob use N4, Np (respectively) binary qubit
measurements we can use the bound in Eq. (49) to
obtain

PaB) = NVPN, , (0:0), (110)

with the function p(n,v) defined in Eq. (83). In
particular, for Ny = Ng = N we find that no key can
be extracted (Eq. (107)) whenever

_ 2N+ Du+4(1 - v)VN
TN 1202 +4N(20 - 1)

2

TN for n = 1.

which becomes v <

All binary measurements on a qubit. Finally, in
the same situation but with an unrestricted number
of measurements for Alice and Bob, we can use the
bound of Eq. (51) valid for the set of all qubit PVMs
to obtain

pae)y =nvp” (n,v), (111)

with p”(n,v) defined in Eq. (84). In particular, we
find that no key can be extracted (Eq. (107)) if

< 8(1 —v)
=432

which becomes v < % for n =1.

Note that different bounds can be used on the sides
of Alice and Bob. Furthermore, the attack we pre-
sented can be easily improved with additional knowl-
edge about the measurements performed by the par-
ties, as in this case one can use tighter (partial)-JM
bounds specific to a given CMU.

Recall also that in the most common case where
Alice and Bob perform qubit PVMs, the comparison
of the three bounds p (1, v), P (1, v) and p"’(n, v)
was given in Table 1. It can be readily used to find
the optimal attack of Eve in different cases. With its
help, let us now explore the performance of popular
DIQKD protocols in noisy conditions and determine
the maximum achievable key rate. The challenge here
is to compute the terms H, ,(B|A) and H; 1(B).

5.3.1 Application to qubit protocols without binning

Consider the protocols where Alice and Bob share a
two-qubit state

|Wy) = cos(#)|00) + sin(8) |11) . (112)
When the state is not maximally entangled Alice and
Bob can only establish perfect correlation when they
both measure in the Z basis. In this case, we thus
assume that the key is only extracted from this mea-
surement and set Kp = 1. The entropy of the key-
generating outcome is then given by

Hy1(B) = h(cos*(9)) (113)

for the ideal implementation. The conditional entropy
term H, ,(B|A) is always larger than (equal for opti-
mally aligned measurements)

U2
Hy(BIA) = n(1 =) + 1) + 21 (S5 )
(114)

where h(z) is the binary entropy.
Plugging these expressions into Eq. (104) gives

oo < h(cos®(0))(2nv—pa —pp —n*v*) — H, ,(B|A).

(115)
One notices that h(cos?(6)) is the only term depend-
ing on the parameter 6, and it is straightforward to
see that the optimal protocol (where the key rate
bound is the less stringent) consists of preparing the
maximally entangled state. We can thus set 6 = 7
for which Hq11(B) = 1. To find the best bound it
remains to maximize ps + pp with the guidance of
Table 1 and the functions pl y 4(n,v), P (n,v) or
p"'(n,v) defined in Egs. (81 ,83, 84). To do so we
consider three situations.

(i) (Na,Np,Kp) = (3,2,1) is the setting of the
DIQKD CHSH protocol introduced in [76, 1]. Here
the optimal bound reads

Too < nu(2 = p5(n,v) —py(n,v)) —n*v® — Hn,v(1(3\A))-
116

(ii) (Na,Np,Kp) = (00,00,1) corresponds to the
setting where only one measurement is used for key
generation, but the number of test measurements is
not restricted. Here the bounds

Too < N0(2-P 0 2(1,0) =1 (1, 0)) =1 v* —H,,, (B| A),
(117)
are to be used depending on the values of 1 and v.

(iii) (Na, Ng, Kp) = (00, 00,00) is the scenario with
no restriction on the number of measurements. This is
a meaningful scenario as for the maximally entangled
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Figure 9: For the parameters (n,v) below the lines the
key rate ro is guaranteed to be zero. The lines show
when the right-hand sides of the corresponding equation
fall to zero. (From top to bottom) for Eq. (116) : (i)
(Na,Np,Kp) = (3,2,1) dash-dotted line , Eq. (117) :
(i) (Na,N,KB) = (00,00,1) full line, and Eq. (118) :
(iii) (Na, Ng, Kg) = (00,00, 00) dashed line. This applies
to DIQKD protocols based on two-qubit states, dichotomic
measurements (ideally), no-binning of the no-click outcome,
and one-way public communication from Bob to Alice.

= .:::\
0.74 |-{== (Na, Ng, Kp) = (3,2,1) \ .
0.73 (Na,Np,Kp) = (00,00,1)
0.68 -|--- (Na,Np,Kp) = (00, 00,00) .
1 1 1 1
0.87 0.9 1
0.89 v

Figure 10: For the parameters (1, v) below the lines the key
rate r was found to be zero after a maximization over 6.
The lines show when the right-hand sides of the correspond-
ing equation fall to zero. (From top to bottom) for Eq. (120)
: (") (Na,NB,Kp) = (3,2,1) dash-dotted line , and
Eq. (121) : (ii’) (Na,NB, KB) = (00,00, 1) full line. For the
curve, Eq. (122) : (iii’) (Na, N, KB) = (00, 00, 00) dashed
line, no maximization over 0 is needed as it only makes
sense to consider the maximally entangled state 0 = 7.
This applies to DIQKD protocols based on two-qubit states,
dichotomic measurements (ideally), binning of the no-click

outcomes, and one-way public communication from Bob to

Setting Threshold 7 | Threshold v
(Na,Np,Kp) | (atv=1) (at n=1)
(3,2,1) 88.3 % 89.8 %
(00,00,1) 87.4 % 88.8 %
(00,00,00) 85.3 % 87.1 %

Alice.

Table 2: Threshold efficiency i and visibility v for varions
number of measurements (Na, Np, Kp). This applies to
DIQKD protocols with the maximally entangled two-qubit
state, dichotomic measurements (ideally), no-binning of the
no-click outcome, and one-way public communication from
Bob to Alice.

state Alice and Bob can have perfect correlation for
any number of measurements. Here the bound

reo < nu(2—2p"(n,0)) = n*v*® — Hy(BJA) (118)
is optimal.

In Fig. 9 we plot the lines in the (7, v) plane below
which the bounds of Eqgs. (116-118) guarantee a zero
key rate. The threshold values of n and v (for v, =1
respectively) are reported in Table. 2

5.3.2  Application to qubit protocols with binning

A common strategy in the DIQKD protocols is to bin
non-click outcomes of Bob with the most likely among
the other two outcomes. After such binning the key
rate bound in the Eq. (115) remains valid upon re-

Setting Threshold n | Threshold v
(Na,Np,Kp) | (atv=1) (atn=1)
(3,2,1) 72.7 % 89.8 %
(00,00,1) 68.3 % 88.8 %
(00,00,00) 74.2 % 87.1 %

Table 3: Threshold efficiency n and visibility v for differ-
ent number of measurements (Na, Ng, Kp). This applies
to DIQKD protocols with the partially entangled two-qubit
state, dichotomic measurements (ideally), binning of the no-
click outcomes, and one-way public communication from Bob
to Alice.

placing the conditional entropy term with

Hy (BIJA)=(1—-n)h (g(l - vcos(2c9)))

+ 01— veos(26) h (n (1 _ 2(1_1;(;’:(29))))
n g (1 + vcos(20)) h (nmjv_czz(%)ﬁ . (119)

Note that in general this reduces Alice’s entropy,
ie., Hg,U(B|A) here above is lower or equal to
H, ,(BJ|A) in Eq. (114) since the binning channel
applied by Bob is two-to-one. It follows that the key
rate bounds that we obtain using binning are less
stringent than without. With the new expression for
Hgyv(B |A) let us consider the following settings.
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(i’) For (N4, Np,Kp) = (3,2,1) the optimal bound
reads

reo < h(cos?(9)) (nu(2—pk(n,v) —ps (n,v)) —1*v?)
(B|A). (120)

_ 6
n,v

(i’) For (Ng,Np,Kp) = (00,00,1) the optimal
bound reads

Too < h(c0s?(0)) (nv(2—p] o 2(n, v)—p" (n,v))—n"v?)

— Hf ,(B|A) (121)

(iii’) For (Na,Np,Kp) = (00,00,00) we only con-
sider the case of the maximally entangled state § = 7,
as it is the only one where Alice and Bob can have per-
fect correlations in more than one measurement basis.
We then get the optimal bound

Foo <mu(2 = 29" (n,v)) — *v* — Hii(B|A). (122)

To derive state-independent upper-bounds one
needs to maximize the right-hand side of the above
expressions with respect to 6. Here, both quantities
H,1(B) and Hg,U(B\A) have a nontrivial dependence
on the angle A, and this maximization has to be done
for all n and v. In Fig. 10, we display the thresholds
that we found after maximizing the key rate over the
angle # in a heuristical way. Specifically, we used the
Nelder-Mead technique [77]. In Table. 3 we give the

corresponding threshold values.

6 Discussion

We have developed a general framework for character-
izing the impact of losses in quantum communication
setups with untrusted measurement devices. A key
element in our work is the concept of a CMU, which
should be viewed as a set of effective measurements,
characterizing both the imperfections of the channel
and the subsequent measurement apparatus. We in-
vestigated the joint measurability of this set, estab-
lishing a direct connection between this fundamen-
tal notion and quantum communication, in particular
QKD.

Our work motivates the investigation of the
(in)compatibility of sets of POVM under the com-
bined effect of noise and loss, of which we discussed
several cases. In particular, we have derived a suf-
ficient condition for the compatibility of sets of N
unbiased qubit measurements (Lemma 6). We have
also seen that results on channel extendibility are very
useful in this context, as they imply compatibility
of CMUs solely based on the noise channel and the
number of measurements that compose it. We de-
rived a general result on the extendibility of concate-
nated noise channels. Our results can be applied to
any protocol or experimental scenario with untrusted

measurement devices, including DI and SDI proto-
cols, providing insight into the admissible trade-off
between noise and loss. Obtaining more results in
this direction would be desirable.

In the context of QKD, the notion of joint measura-
bility of a CMU leads to necessary criteria for extract-
ing a secure key. The analysis of QKD protocols also
led us to introduce the concept of partial joint measur-
ability. We showed that this notion differs from stan-
dard joint measurability, in the sense that there exist
sets of measurements that are partially jointly mea-
surable but not (fully) jointly measurable. It would
be interesting to investigate this concept further, in
particular how to cast partial joint measurability as
a semi-definite program. We note that this concept
as we defined it differs from the notions discussed in
previous works, where sets of POVMs that are incom-
patible can feature subsets of POVMs that are jointly
measurable [78, 79, 31]. In contrast, our definition is
closely related to the notion of no-exclusivity intro-
duced recently for quantum instruments [80], and to
the notion of weak-compatibility introduced earlier in
the same context [81]. In particular, the notion of par-
tial joint-measurability that we introduced for a chan-
nel followed by a set of POVMs can be generalized
to an analogous notion of partial no-exclusivity for a
channel followed by a set of instruments. Lemma 7
then can naturally be extended to this setting.

Finally, as an outlook note that the intuition be-
hind the notion of partial joint measurability can be
used to improve the class of attacks on DIQKD con-
sidered in [74, 75]. These attacks are based on de-
compositions of the correlations observed by Alice and
Bob p(a, blz,y) = qpr(a,blz,y)+ (1 —q)pnr(a,blz,y)
into a mixture of local pr(a,b|z,y) and non-local
pni(a,blz,y) correlations. In fact, the locality of
correlation py,(a, b|z,y) is sufficient but not necessary
for Eve to predict the key. Since she only needs to
predict the outcomes of the key-generating measure-
ments, we introduced here attacks where p(a, b|z, y) is
decomposed into a mixture of non-local quantum cor-
relations and partly-JM pja(a,blz,y) correlations.
The partly-JM correlations can be associated with
a quantum-classical state, where only the classical
register is used to simulate the outputs of the key-
generating measurements, whereas for the other mea-
surements the quantum register is used, hence can
display non-locality.
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A Proof of the bound (63) in the case
of homodyne measurements

Homodyne measurements corresponding to the ob-
servables

X(0) = cos0X +sin 0P, (123)

specified by the angle § and where X and P are the
position and momentum quadrature operators

A

a+af and P = &.fa )
V2

We now show that when the measurements M, in a
thermal-noise CMU correspond to the above observ-
ables (with the angle 6(y) depending on y), the re-
sulting effective POVMs are JM independently of the
total number N of such measurements.

In a thermal-noise model, the annihilation opera-
tors follow the input-output relation

(124)

&out = \/ﬁdin + 1- nar,, (125)
where a., is the annihilation operator acting on the
thermal state that is combined with the input state
in our noise model. We can use the latter relation
to express the effective CMU quadratures that are
implemented by the CMU as
Xout(0) = vXin(0) + /1T =X, (). (126)

We now introduce a single parent POVM that simu-
lates the results of the measurements of such quadra-
tures for any value of . This parent POVM con-
sists in performing first a heterodyne measurement on
the input state, i.e, we split the initial mode into two
modes using a 50/50 beam splitter and measuring the

X quadrature of one output mode and the P quadra-
ture of the other output mode. The obtained classical
outcomes, x and p, are then sent to the measurement
device, where given the input angle 6, it outputs
xg = G(cosOx + sinfp) + A, (127)

where G is a constant real number, while A is a ran-
dom real number with centered Gaussian distribution
of variance o2.

In this equivalent CMU, the input-output relations
for the annihilation operators after the 50/50 beam
splitter are

din"'r[} &in_v
V2 V2

where ? is the annihilation operator of the vacuum
state entering the dark port of our beam splitter and
a, and a9 are the annihilation operators of the two
output modes. The quadrature X measured in the
first output mode and the quadrature P measured in
the second output mode can then be written as

dl = and ELQ = (128)

& Xin"_X'u PU

A -Pin_
X =—"/—_"" and Po=-—"——""
! V2 ? V2

The probability distribution of the final output xg
of the CMU after the post-processing (127) is then
fully characterized by the moments (zj). This strat-
egy simulates the original CMU if these moments co-
incide with the moments (X (6)™)4y of the distribution
of the effective observables (126). We now determine

such moments.

(129)

We first compute the target moments.
(X0 = ((ViXnd) + VT=0%,,(0))") (130)
=2 <Z> VI S (0) T (R (0)1)

(131)

k
(2K — 1)1 <;(1 a4+ 677)) (133)

where we used the fact that the odd moments of the
thermal state in Eq. (53) are zero, while the even ones

h (2k — 1! <;+2(1€im>k

We now determine the moments following from the

(134)
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JM strategy.

< (\%XU(—H) + A) 2k>, (138)

where in the last line we used the fact that the sum
of two random variables with Gaussian central distri-
bution has zero odd moments. Now, we have

- l_ ()" oy s
EEETG T w
@k —1) — 1)@ -1, (141)

where we used again that the odd moments are zero
and that the even ones are

1

O

k—1
2) @k —1)— 1)1, (142)

(A = g2 (21 — 1)1

Using (2n)! = (2n)!1(2n — 1)!l and (2n)!! = 27n!, we
get

(143)

@’;) @2(k—1) — 1)l — 1) = (?) (2k—1)1, (144)

and thus

<<5§XU(_9) + A)2k> — 2k 1) (Cf " o—Z‘)k.

(145)
We finally obtain that

(@) = mf () (5) o

(2k — 1)!! (G: + 02>k . (146)

It thus follows that (X (0)™)e, = (23) for all n if

G = /21,

Since 02 > 0, we conclude that this strategy works as
long as (63) holds.

1
and o = 5(1 —2n+4en).  (147)

B Proof of Lemma 8

In this section, we prove Lemma 8 in the main text.
But first, we recall some elements of the formalism
of Gaussian channels, states, and their phase-space
representation.

The Wigner function of a single-mode Gaussian
state with the covariance matrix V and displacement
vector p is given by

W (a) = (2(a—w)TV i a-p).

1
NG
(148)

with @ = (ﬁﬁg) By definition, the pair V, u thus
uniquely specifies a Gaussian state. In particular, for
a coherent state |y) we have p = v = (Eﬁz) and
V=1

A single mode Gaussian channel ® maps Gaussian
states to Gaussian states. It can be represented by
matrices X,Y and a vector &, which transform the

Wigner function as follows [59, 44]

u—Xpu+é
Ve XVXT 4y

(149)
(150)

Therefore, if a Gaussian channel acts on a coher-
ent state, the resulting Wigner function of state
®(|y)v|) is Gaussian and characterized by the pair
V' =XXT4+Y and p/ = X~ +6.

Finally, let us compute the Q-function correspond-
ing to this state. It is well known that it is the con-
volution of the Wigner function with a Gaussian

Q)= 2 [@sw@eeoot sy
Hence the Q-function is also a Gaussian with the dis-
placement vector pug = ¢’ and covariance matrix
Vo = V' + 1 (note that a convolution of two dis-
tributions describes a random variable given by the
sum of the random variables described by the distri-
butions). Thus if a Gaussian channel (X,Y,d) acts on
a coherent state |y), the Q-function of the finals state
is Gaussian with

po=Xv+90
Vo=XXT+Y +1.

(152)
(153)

Now let us come back to the Lemma that we want to
prove.

Accepted in (Yuantum 2024-12-17, click title to verify. Published under CC-BY 4.0. 22



Lemma 8. A thermal-noise channel ®,  that is not
N-extendable cannot be decomposed as
@, =pPa+ (1—-p)2

(O<p<1) (154)

where @ is a N-extendable Gaussian channel and @’
is an arbitrary channel.

Proof. To prove this result we use the following
Lemma, which is demonstrated below.

Lemma 9. The thermal-noise channel ®, . can ad-
mit a decomposition

P, =pPs+(1—p)o (155)

with a Gaussian channel ®g characterized by the ma-
trices X andY (see e.q.[59]), a positive trace preserv-
ing map @', and some p > 0, only if

X =0l

Let us now take a thermal channel ®, . which is
not N-extendable, that is with

Y <(1-n+nel (156)

1

1—¢/2) > — 157
11— e/2) > (157)
accordingly to [44] (note that on the level of the chan-
nel, this is a necessary and sufficient condition). Con-
sider any Gaussian channel ®¢ appearing in the de-
composition of Eq. (155). On the one hand we know

that it is N-extendable if and only if [44]

1
VdetY 21— <+ (158)

1
det X — —|.
¢ N‘

On the other, Lemma 1 implies that vdetY < (1 —
n + ne) and det X = n must hold. By using these
identities together with the bound in Eq. (157), it is
easy to see that the condition of Eq. (158) can never
be satisfied. Hence, the decomposition in Eq. (155) is
impossible. O

Proof of Lemma 9. First note that the case n = 0 is
trivial, we thus assume 1 > 0.

Consider the map ® = (1 — p)® = &, — pdg,
which must be at least positive for the decomposition
to make physical sense. Let us act with ® on a coher-
ent state |7), the Q-function of final state ®(|y)y|) is
given by

Q4(@) = Q1 () — pQS(a), (159)
where Q7€ and Qg are the Q-functions associated to
the states @, (|v)(7]) and @ (|v)(y]). The Q-function
of a state is proportional to the probability density of
the output of the heterodyne measurement. There-
fore, if ® is a positive channel, the function Q,Y(oz)
must be positive for all & and ~, i.e. we must have

Q1(a) 2 pQf(a) (160)

for some nonzero p and all « and «y. This is equivalent

G
to requiring that the ratio gnﬁ((og) is bounded. Since
Y

both distributions are Gaussian this is equivalent to
the following bound

(a—pen) " Vi o= pan) " —(a—pa) "'V Ha—pa) < oo,
(161)
where for the thermal channel ®, . we have py, =
VY and Vi = (2 + en)1, while for a general Gaus-
sian channel Vg = XXT +Y + 1 and pg = Xv+ 6
accordingly to Eqs. (152,153). This condition is only
nontrivial in the limit where |af, |y| or both go to in-
finity. In this limit, § plays no role, and we can thus
ignore it.
Plugging the values of pyp,, Vi, and p in Eq. (161)
we obtain

o — 2
VIO (o~ Xy (Vo) (e~ X) < oo,

2+ ne
(162)
This is a bilinear form in the varibles & =
(Rea, Ima, Rey, Imy)” and can be expressed as

ETME < o0 (163)
1 -1 V1l Ty —1

M = 2+7]116 — VG ‘ ~ 24ne + X VG ’
L VX |+ XTVGX

(164)

or simply M < 0. The positivity of this matrix M
remains unchanged if we multiply it by the diagonal
matrix

. V2+me 2+
diag(\/2 + ne, /2 + ne, 7 , NG .
165

from the left and from the right. This allows us to
rewrite the condition as

776)

T—w-! | 1-2Tw-!
( T-WZ[1-2"W Z > <0 (166)
or 1 T 1
Wl | ZTW-
la< ( W1z | ZTW-1Z ) (167)

for W= = (24 ne)V5" and Z = X/ /7.

We now consider two cases. First, assume that the
matrix X (and hence Z) is invertible. Multiplying
the Eq. (167) with diag(1/Z~1) from the right and
diag(1[(Z~HT) from the left does not change the pos-
itivity of a matrix, and allows us to cast the inequality
in the form

()= (i) o

The right hand side is block-diagonal (}) (})T QWL

And since the inequality must hold in both blocks, we
get

YL+2z7h) <4aw!
1-z"Y<o.

(169)
(170)

Accepted in (Yuantum 2024-12-17, click title to verify. Published under CC-BY 4.0. 23



The second inequality implies 1 — Z~! =0, or X =
vl This reduces the fist one to W1 > 1, or W <
1. Recalling that W = Vo /(2+ne) with Vg = X X7+
Y +1=nl+Y + 1 we obtain

1 1+Y
A+n)l+Y <1, (171)
2+ ne

leading to

Y < (1—n+nel. (172)

This proves the Lemma for an invertible X.

Next, consider the remaining case where X is not
invertible. There is thus a normalized vector v such
that Xv = Zv = 0. Multiplying the Eq (167) with
(0,0[v) from the right and (0,0[v)T from the left we
find

1<0. (173)

X must thus be invertible, which concludes the proof.
O

Note that the Lemma is most probably also true
with an if and only statement. The if direction could
be shown by an explicit decomposition, noting that
the thermal-noise channel can be viewed as a loss
channel followed by a random displacement with a
normally distributed complex amplitude.
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