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In this work, we apply the advantage distillation method to improve the
performance of a practical twin-field quantum key distribution system under
collective attack. Compared with the previous analysis result given by Maeda,
Sasaki and Koashi [Nature Communication 10, 3140 (2019)], the maximal trans-
mission distance obtained by our analysis method will be increased from 420
km to 470 km. By increasing the loss-independent misalignment error to 12%,
the previous analysis method can not overcome the rate-distance bound. How-
ever, our analysis method can still overcome the rate-distance bound when the
misalignment error is 16%. More surprisingly, we prove that twin-field quan-
tum key distribution can generate positive secure key even if the misalignment
error is close to 50%, thus our analysis method can significantly improve the
performance of a practical twin-field quantum key distribution system.

1 Introduction

Quantum key distribution (QKD) [1] is the art of sharing information-theoretical secure
key between two different remote parties Alice and Bob. Under the perfect quantum
devices preparation, the eavesdropper Eve can not get the secure key information even if
she has unlimited computation and storage power [2—4|. Unfortunately, a practical QKD
system is usually composed of imperfect devices, and the practical QKD system may be
attacked [5—8] by utilizing imperfect quantum state preparation and measurement devices.
To avoid the detector side channel attack [6, 7], measurement-device-independent QKD
(MDI-QKD) was proposed [9, 10]. In MDI-QKD, the ideal quantum states are randomly
prepared by Alice and Bob, and then will be transmitted to untrusted Charlie to apply
Bell state measurement [11]. To beat the Pirandola-Laurenza-Ottaviani-Banchi (PLOB)
bound [12], twin-field QKD (TF-QKD) [13] was proposed which is a variant of the MDI-
QKD protocol. TF-QKD can overcome the rate scaling from 7 to /1 with a relatively
simple setup, where 7 is the single-photon transmissivity of the link from Alice to Bob.
In the TF-QKD protocol, Charlie simply conducts an interference measurement to learn
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the relative phase between Alice and Bob, and the secure key can be generated with in-
phase and anti-phase measurement outcomes respectively. More recently, many intensive
studies have been devoted to achieving information theoretic proofs of variants of TF-QKD
protocols [14-21], and several practical TF-QKD systems have been widely implemented
in labs and field tests [22-28|. By applying the entanglement purification with two-way
classical communication, the transmission distance of TF-QKD protocol can be improved
[29].

To analyze the security of MDI-QKD protocols |9, 10|, Alice and Bob should randomly
prepare phase-randomized pulses in Z basis and X basis respectively, where Z basis consists
of |0) and |1), and X basis consists of |+) = % and |—) = %. Note that the bit error
rate in Z basis and X basis can also be applied to characterize the bit error rate and phase
error rate about the quantum channel. Based on this quantum channel characterization,
the upper bound of the secure key information leaked to Eve can be estimated. However,
to estimate the bit error rate in X basis, TF-QKD needs to generate a non-classical optical
state |19, 29|, which is difficult to realize in current technology. Fortunately, Maeda, Sasaki
and Koashi proposed the operator dominance method [19] to estimate the bit error rate in
X basis by preparing phase-randomized weak coherent states. Combining the error rate in
Z basis with the error rate in X basis, the practical quantum channel in TF-QKD can be
characterized, and the secure key rate can be analyzed with the entanglement distillation
and purification method [2, 3, 19]. The purpose of TF-QKD is to extend the transmission
distance with current technology, but the final solution is to use quantum repeater in the
future research [30-32].

In this work, we apply the error rate in X basis and Z basis to characterize the practical
quantum channel. By applying the information-theoretical security analysis method, we
apply the advantage distillation (AD) method to improve the secure key rate and transmis-
sion distance. The AD method was initially proposed in classical cryptography theory [33],
then it has been widely used in different QKD protocols [34-37] to improve the error tol-
erance. More recently, we analyze the security of practical BB84-QKD [1], six-state-QKD
[38] and MDI-QKD [9, 10] systems by combining the AD method [4] with the decoy-state
method [39-41], and the analysis results demonstrate that the AD method can significantly
improve the performance of different practical QKD systems [42]. Inspired by our previous
work, we combine the AD method and the operator dominance method [19] to analyze
the security of TF-QKD, and the analysis results demonstrate that both the transmission
distance and the secure key rate can be sharply improved. More surprisingly, the analysis
results also demonstrate that TF-QKD can generate positive secure key even if the loss-
independent misalignment error is close to 50%, thus our analysis method can significantly
improve the robustness of the practical TF-QKD system.

2 Security of QKD with AD

To prove the security of a QKD protocol, the bit error rate of different bases should be
precisely estimated. It has been proved that the security of the state preparation and
measurement based QKD protocol can be analyzed with the entanglement based QKD
protocol |2, 4]. In the entanglement based protocol, Alice and Bob can take inputs from
four-dimensional Hilbert spaces H4 ® Hp to apply Z basis and X basis measurements.
By considering BB84 [1]| and six-state [38] QKD protocols, it has been proved that Eve’s
general attack can be reduced to the Pauli attack [4, 43|, which can be described by the
classical probability theory. Thus, the QKD protocol can be illustrated with the following
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By combining this state preparation with the Z basis and X basis measurement in Alice
and Bob’s side, the secure key rate can be given by [4]

R 2min>\0)1,>\27>\3 [S(A|E) - H(A‘B)}

. Ao
= 1—(\ M)H
mzn)\o)\h)\m)\s[ ( 0+ 1) ()\0 T /\1) (3)
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(A2 +A3) (A2+)\3) (Ao + A1)

where E is Eve’s ancillary state, S(A|E) = S(A, E) — S(E), H(A|B) = H(A,B) — H(B),
H(x) = —zlogx — (1 — z)log(1l — x) and S(p) = —tr(plogp) are entropy functions. Since
the quantum channel can be controlled by Eve, she can choose the optimal parameters
i, i ={0,1,2,3} to reduce the secure key rate, but \; should also be restricted by the
quantum bit error rate in two different bases.

To improve the maximal tolerable error rate, the repetition code protocol based AD
method has been proposed [4]. In the repetition code protocol, Alice and Bob split their
raw key into blocks of b bits xg, z1,...2p—1 and yg, y1,...4yp—1 respectively. Alice privately
generates a random bit ¢ € {0,1}, and sends the message m = mqg, mq,...,mp_1 = g B
c,x1 P ¢, ...xp_1 D c to Bob through an authenticated classical channel. Bob accepts the
block if and only if mg @ yo, m1 D y1, ..., mp—1 D yp—1 € {0,0,...0 or 1,1,...,1}. If Alice and
Bob accept the block, they keep the first bit xg and yo as the raw key. Finally, Alice and
Bob will apply the error correction and privacy amplification algorithms to generate the
final secure key.

Based on the repetition code protocol, the secure key rate R can be modified as the
following inequality [4]

i , 1 - A
R >maxy, miny, a ashs gpsucc[l — Mo+ M)H(="2)

) ) 5\2 ) ) Ao + A1 (4)
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Psuce = (Ao + A1) + (A2 4+ A3)? is the successful probability of the AD method. Since the
parameter b in the AD method can be controlled by Alice and Bob, they can choose the
optimal b to improve the secure key rate. Note that this secure key rate is based on the
single photon state preparation, which can also be applied in practical QKD systems with
weak coherent pulse preparation [42].

3 The virtual protocol to analyze the quantum channel

Based on the TF-QKD protocol proposed by Maeda, Sasaki and Koashi [19], Alice and
Bob generate four different pulses with the signal state modulation and the testing state
modulation respectively. In the signal state modulation, Alice and Bob randomly prepare
the weak coherent pulse with amplitude /p or —,/u. In the testing state modulation,
Alice and Bob randomly prepare the phase-randomized weak coherent pulse with intensities
vy, o and 0 respectively. For every pair of pulses received from Alice and Bob, Charlie
announces whether the phase difference is successfully detected. When the phase difference
is detected, Charlie further announces whether it is in-phase when detector D; clicks or
anti-phase when detector Dy clicks. After receiving Charlie’s measurement outcomes, Alice
and Bob will apply phase information on the signal state to generate the sifted key. More
precisely, Charlie’s measurement outcomes can be divided into two cases. In the in-phase
measurement outcome case, Alice and Bob will respectively generate the random bit a
with the signal state preparation |(—1)%/g). In the anti-phase measurement outcome
case, Alice and Bob will respectively generate the random bit a with the signal state
preparation |(—1)%,/z) and |(—1)*®!, /i) respectively.

By applying the entanglement based protocol, the signal state preparation in Alice’s
side can be illustrated with the following quantum state

0 alVEcpHD Al=VE) oy (6)
73 .

After preparing the quantum states |¢)) 4c,, Alice will measure the first quantum state,
and the second quantum state will be transmitted to the quantum channel. And the signal
state preparation in Bob’s side can be illustrated with the following quantum state.

10)slvE)Ycp—I1)BI=vVE) g (7)
7 .

After preparing the quantum states |¢) oy, Bob will measure the first quantum state, and
the second quantum state will be transmitted to the quantum channel.

It should be pointed out that this analysis method has been given in Ref. [19]. Maeda,
Sasaki and Koashi have proved that Alice and Bob’s procedure in the signal mode can
be equivalently executed by preparing the qubits AB and the optical pulses C4Cp in
[0)alvE) o+ al—vE) C 4 ® |0>B\\/ﬁ>cB*\1>B|*\/ﬁ>cB.
these quantum states, Alice and B02b will measure the first qiantum state, and the second
quantum state will be transmitted to Charlie. Thus the quantum state shared among
Alice, Bob and Charlie can be given by

a joint quantum state After preparing

[0) alv/B) o 4+ \1)A| VE)
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After measuring the received quantum states C'4 and Cp with a 50 : 50 beam-splitter and
a pair of photon detectors D; and D, Charlie announces whether the phase difference is
successfully detected. Note that TF-QKD protocol is based on the first-order interference,
while MDI-QKD is based on the second-order interference. Correspondingly, this quantum
state will be transformed to

11(10)[0) + [1)[1)) a5 (1v/2)[0) = | = v/215)[0)) Dy, +
(10)]0) = [1)[1)) a([v/22)|0) + | = v/214)10)) Dy D, + )
(10)[1) + [1)]0)) aB (=10} |v/2p4) + |0)] = v/24)) Dy, D +
(10)[1) = 11)10) a5 (=10} [v2p) = [0)] = v/214)) Dy o]

where the detection results that detector D; clicks and detector Dy clicks respectively
demonstrate the in-phase and anti-phase measurement outcomes in Charlie’s side. Here,
for the simplicity of the discussion, we assume that there are no channel losses. Correspond-

ingly, the quantum states (|20} — | — vIR|0Y) by, p, and ([yZ)[0) + | — VRN,
demonstrate the in-phase measurement outcome, while quantum states (—[0)|v/2u) +|0)| —
V21)) p,.p, and (—|0)]y/2) — [0)| — /21)) p, D, demonstrate the anti-phase measurement
outcome. Note that TF-QKD protocol is a variant of the MDI-QKD protocol, thus the mea-
surement outcomes can be assumed to be controlled by Eve. We can simply assume the click
of detector D; demonstrates the Bell state L(|0>|0> +11)[1))aB preparation in Alice and

Bob’s side, while the click of detector Dy demonstrates the Bell state —= (|0) 1) +1)[0)) aB
preparation in Alice and Bob’s side. Since Charlie’s measurement outcomes have no secu-
rity requirement, this assumption is reasonable, and more detailed explanation has been
given in Ref. [19].

By applying the time reversed entanglement technique, we can assume the Bell states

(\0}\0} +[1)|1)) ap and f(’0>|1> +(1)]0)) ap is prepared in Charlie’s side, then the two
quantum states will be transmitted to Alice and Bob to perform Z basis or X basis measure-
ment. Based on this analysis method, the in-phase measurement outcome demonstrates
the Bell state preparation

700) + 1) 1)ap = Z5 ()4 +-)-))as- (10)

Suppose Alice and Bob apply Z basis measurement, Z basis error is defined to be an event
where the pair is found in either state |0)|1) 4p or |1)|0) 4. Suppose Alice and Bob apply
X basis measurement, X basis error is defined to be an event where the pair is found in
either state |+)|—)ap or |=)|+)aB.

Similarly, the anti-phase measurement outcome demonstrates the Bell state preparation

Z5(10)[1) + [1)I0) a5 = 5 (H)+) = [=)1=)) a8 (11)

Suppose Alice and Bob apply Z basis measurement, Z basis error is defined to be an event
where the pair was found in either state |0)|0)ap or [1)|1)ap. Suppose Alice and Bob
apply X basis measurement, X basis error is defined to be an event where the pair is found
in either state |[+)|—)ap or |—)|+)aB.

In a practical TF-QKD experiment, the bit error rate in Z basis can be directly tested,
but the bit error rate in X basis can’t be directly observed. To analyze the bit error rate
in X basis, the quantum state shared among Alice, Bob and Charlie can be rewritten as

|0 >A\f>cA+|1>A\ VE)C 4 ® 0)BlvVE)YCp— |1>B| VB)Cg

= (x/a|+>A\\/@>cA + WI—MIW)CA) (12)
®(Ve=|+)BlVHodd)cp + Vx| =) BV Beven) Cp),
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where cy = e Fcoshu, c— = e Fsinhy, |\/leven) = (VI) + | — VI))/(2y/c5) and
|VHodd) = (vE) — | = i)/ (24/c ) Based on this state preparation, the X basis er-

ror occurs with probability peyen = ¢ 1+ c? = e ?!cosh2u, and the optical pulses are sent
in the following quantum state

EVEN

PevenpP = 03-’\/Meven\/ﬂeven><\/Meven\/,uleven‘CACB (13)

+¢2 |/ Hoddn/Todd) {\/Fodd /Trodd| C.Cis -

To analyze the error rate in X basis, the counting rate with this non-classical optical state
preparation can be analyzed with the operator dominance method [19], where the detection
frequency of p?"* can be estimated from a combination of phase-randomized weak coherent
states with intensities 11, vo and 0. Combining this analysis result with the operator
dominance method given by [19], we can estimate the quantum channel parameters \;, i =
{0,1,2,3} in the following section.

4 Security of TF-QKD with AD

By applying the previous analysis result with the signal state modulation in Alice and
Bob’s side, we need to analyze the error rate EZZ in Z basis and the error rate EXX in
X basis respectively. In a practical TF-QKD experiment, Efuz can be directly calculated
by testing part of the in-phase and anti-phase measurement outcomes. However, the non-
classical optical state p®*®" is hard to realize in current technology, the bit error rate ExX
can not be directly estimated in a practical TF-QKD system. Fortunately, Maeda, Sasaki
and Koashi proposed the operator dominance method to estimate EXX [19], where the
linear combination of the testing states can be applied to approximate the non-classical
optical state p®¥¢". To analyze the security of the entanglement based TF-QKD protocol
with the information-theoretical analysis method, the relationship among EZ% EXX and
A; can be given with the following equations,

A+ A3 = EXX

uu

Ao+ A3 = E%Z

uu

(14)

where A\g + A1 + A2 + A3 = 1. In the TF-QKD protocol, only the signal state can be used
to generate the final secure key. Since the quantum channel parameters \;, i = {0, 1,2,3}
can be estimated with Eq. (14), Eq. (4) can be modified with the following inequality by
applying the AD method

1
Rrp >maxy bquu%c ZZ1S(A|E) — H(A|B)]

Ao
)\0 + )\1

=maxy stuccQ 211 — (o + M) H (= ) (15)

- Go o 3o H(5225) = FHEZD)

where QZZ is the counting rate by considering Alice and Bob prepare the signal states,

77 EZZ°
Eil = w7 mzy
. Z _ pzzb _ ZZ\b : : oE :
efficiency, qZ7. = E57 + (1 — E;7)° is the successful probability of the AD method in
the practical TF-QKD system.
By applying the operator dominance method with asymptotic key length, the error

rate in X basis Eﬁif can be given by [19]

EﬁiX = 01(1 =+ +/ (CQ + 04)03)2, (16)

is the error rate after the AD protocol, f > 1 is the error correction
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a(L—e7™M 4 e72d — 1o (1 — e =21 + e *2d)), max(p, v2) < v1. Note that, we

assume each detector has a dark count probability of pgy, which amounts to the effective
probability d = 2pg — pg® from the two detectors. By considering the channel transmission
efficiency, the overall transmissivity from Alice (Bob) to Charlie’s detection is 7.

Based on the simulation parameters given by [19], we calculate the secure key rate
Rrp as a function of secure key rate transmission distance L between Alice and Bob
with different loss-independent misalignment error. The loss-independent misalignment
error is the probability that a photon hits the erroneous detector, which is independent
of the transmission distance. In a practical experimental realization, the loss-independent
misalignment error can be applied to characterize the alignment and stability of the optical
system. We assume a fiber loss of 0.2 dB/km, a loss-independent misalignment error of
eq = 0.03, error correction efficiency f = 1.1, each detector has a detection efficiency
ng = 0.3 and dark count probability pg = 1078, The overall transmissivity from Alice
(Bob) to Charlie’s detection is 7 = 7310702, In the asymptotic limit, the counting rate

of Alice and Bob’s signal states Q%7 can be given by

2 =1 —e 24 e, (17)

Correspondingly, the error rate in Z basis EENZ can be given by

—e—2um) e 24
Eiuz _ eq(l—e ng;r T (18)

Based on these simulation parameters and the optimal b values, we calculate the secure
key rate Rrp as a function of transmission distance between Alice and Bob in Figure 1.
Comparing with the previous analysis result given by [19], we find that both of the two
analysis results can overcome the PLOB bound —log(1 — 13107292 but the maximal
secure key transmission distance can be improved from 420 km to 470 km.

By increasing the loss-independent misalignment error to e = 0.12, we calculate the
secure key rate in Figure 2. We find that our analysis result can overcome the PLOB
bound and the maximal secure key transmission distance can be improved from 345 km
to 443 km, but the previous analysis method can not overcome the PLOB bound at any
transmission distance.

By increasing the loss-independent misalignment error to e; = 0.16, we calculate the
secure key rate in Figure 3. We find that our analysis result can still overcome the PLOB
bound, and the maximal secure key transmission distance can be improved from 308 km
to 428 km. From the calculation result, we find that the advantage distillation technology
has a better effect on improving the secure key rate when the misalignment error rate is
high.

By increasing the loss-independent misalignment error to e; = 0.48, we calculate the
secure key rate in Figure 4. More surprisingly, we find that our analysis method can still
generate positive secure key, the reason for which is that Eﬁ;x has no correlation with eq
in the security analysis model. This is quite different from the BB84-QKD system or the
original MDI-QKD system, where all of the error rate in different bases will be increased by
increasing eq. However, in a TF-QKD system, we can prove that the error rate Eﬁ;x will be

EZZ°
EZZ+(1-EZ7)?
will be smaller than Eff at the cost of increasing \g and A;. Thus, if b is large enough,
we can also generate positive secure key rate Rpp even if the error e4 is close to 0.5. From
the calculation result, we find that the secure key rate is very low for high misalignment

unchanged. By applying the AD method with b > 1, the error rate Efuz =
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(b) The optimal b and success probability of advantage
distillation with different transmission distances. From
0 km to 411 km, the optimal b value is 1 and the success
probability of advantage distillation is 1, thus we do not
need to utilize the AD method in these transmission
distances.

Figure 1: Results of TF-QKD protocol with e; = 0.03.

errors close to 50%. In this situation, the advantage distillation is very interesting from a
theoretical point of view, but it is not feasible in practice.

5 Discussion

In a practical TF-QKD system, by combining the AD method with the information-
theoretical security analysis method, we prove that both the maximal transmission dis-
tance and the secure key rate can be sharply improved. More surprisingly, the numerical
simulation results demonstrate that TF-QKD can generate positive secure key even if the
loss-independent misalignment error is close to 50%, thus our analysis method can signifi-
cantly improve the performance of a practical TF-QKD system. In the future research, it
will be interesting to experimentally realize the AD method in a practical TF-QKD system,
especially with a high loss-independent misalignment error.
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(b) The relationship between the transmission distance
and the optimal b values. From 0 km to 388 km, the
optimal b value is 2.

Figure 2: Results of TF-QKD protocol with e; = 0.12.

Since the AD method only modifies the classical post-processing step, the similar ad-
vantage distillation technology has been applied in the phase-matching quantum key dis-
tribution [44]. In the future research, it will be also interesting to analyze security of
sending-not-sending TF QKD with advantage distillation technology [45-47]. More inter-
estingly, based on the quantum asymptotic equipartition property [48], the leftover hash
lemma [49] and the Chernoff bound [19, 50|, the statistical fluctuation of the bit error
rate and the secure key rate in finite-key length can be efficiently analyzed in the future
research.
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Figure 3: Results of TF-QKD protocol with e; = 0.16.
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